Brf Bonden Storre 31
Org.nr 716419-5054

ARSREDOVISNING
for
Brf Bonden Storre 31

Org.nr 716419-5054

Styrelsen far harmed avlamna arsredovisning for rakenskapsaret 2025-01-01—2025-12-31

Innehall Sida
Forvaltningsberattelse 2
Resultatrakning 6
Balansrakning 7
Kassaflode 9
Tillaggsupplysningar och noter 10

Underskrifter 13



Brf Bonden Storre 31
Org.nr 716419-5054

Verksamheten

Allméant om verksamheten

Foreningen och stadgarna for foreningen registrerades av Bolagsverket 1985. Foreningens
ekonomiska plan registrerades 1988. Bostadsrattsféreningen Brf Bonden Stérre 31 innehar en
fastighet pa Bondegatan 16 i Stockholm.

Bostadsrattsféreningen Brf Bonden Stérre 31 har till &ndamal att framja medlemmarnas
ekonomiska intressen genom att i féreningens hus upplata bostader at medlemmarna till
nyttjande utan begransning i tiden.

Brf Bonden Storre 31 ar en akta bostadsrattsforening.
Marken innehas med aganderatt.

Fastighetsuppgifter

Foéreningen innehar fastigheten Bonden Storre 31 inom Stockholms kommun.

Byggnaden inrymmer 37 bostadsrattslagenheter for permanentboende om totalt 1 850 kvm samt

2 lokaler om totalt 327 kvm som i nulaget hyrs ut till féretagen Deevi AB och Mauro from the Hills AB.

Lagenhetsférdelning:

19 st. 1 rum och kok
14 st. 2 rum och kok
4 st. 3 rum och kok

Styrelse

Pa arsmotet 2025 valdes foljande styrelse:
Karl Larsson (ordférande)

Martin Westerberg (ledamot)

Clara Rohlin Tsaros (ledamot)

Miguel Garcia-Bermejo (ledamot)

Daniel Rytz (suppleant)

Ebba Green Salmonson (suppleant).

Styrelsen har under 2025 haft 10 protokollférda méten.

Valberedning
Johannes Hellgvist och Filip Kylvag valdes till valberedning.

Revisor
Foreningens revisor har under verksamhetsaret varit extern revisor Ravisor AB.

Medlemsantal och lagenhetsoverlatelser
Vid verksamhetsarets slut var medlemsantalet 55 (f.a 59) stycken.
Under verksamhetsaret har 7 (f.a 7) stycken lagenhetsoverlatelse skett.

Foreningsstamma
Ordinarie féreningsstamma holls 19 maj 2025.
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Firmateckning
Styrelsens firma tecknas av tva ledaméter i férening.

Vasentliga handelser under och efter verksamhetsaret

Under det senaste aret har Bostadsrattsforeningen Bonden storre 31 fortsatt att arbeta for att skapa
en trevlig och trygg bostadsmiljo fér vara medlemmar. Nedan féljer en sammanfattning av de
viktigaste handelserna.

- Vattenskador: Uppféljning och hantering av vattenskador i flera lagenheter i dialog med
entreprendrer, férsakringsbolag och berérda medlemmar.

- Varmesystem: Utredning av aterkommande problem med oljud och temperatur.
Atgarderhar genomforts i undercentralen, inklusive byte av komponenter och installation av avgasare.

- OVK och ventilation: Identifiering av brister i ventilationskontroller samt upprattande av
atgardsplaner i dialog med entreprendrer och Stadsbyggnadskontoret.

- Underhallsplan: Pabdrjat och vidareutvecklat arbetet med féreningens underhallsplan som
ett verktyg for langsiktig planering.

- Lassystem: Installation av batteribackup till portarnas lassystem.

- Lokaler: Kontinuerligt arbete med hyresgasten Mauro from the Hills AB som har haft

betalningssvarigheter. Parallellt har styrelsen arbetat aktivt med att hitta ny hyresgast via maklare
- Ekonomi: Da hyresbortfallet riskerade att paverka ekonomin kraftigt beslutade styrelsen om

en tillfallig avgiftshéjning med 20 % fran 1 april 2026
- Staddagar: Vi har haft tva stdddagar, en pa varen och en pa hosten, inklusive

grovsophamtning. Dessa dagar har varit uppskattade och bidragit till att halla vara gemensamma
utrymmen i gott skick.

Forestaende arbeten
Styrelse beddmer att nedanstaende underhallsarbeten behdver utféras under de kommande aren:

-Trapphusrenovering
-Oversyn av féreningens varmesystem

Viktiga avtal och forsakring

Den ekonomiska och tekniska forvaltningen skéts av Nytorgets fastigheter AB.
Fastigheten var under 2025 forsdkrad hos Bostadsratterna.
Foreningen har en underhallsplan som stracker sig till ar 2070.

Kabel-TV och bredband
Foéreningen har TV via Tele2 och bredband via Ownit.

Foreningens resultat
Fdreningen redovisar ett underskott pa ca 42 tkr, medan avskrivningar pa fastigheten motsvarar
ca 285 kr. Om man bortser fran avskrivningarna sa har foreningen ett positivt resultat.

Samtliga av féreningens lan har bundits. Styrelsen ser I6pande 6ver och utvarderar ekonomin for att
férebyggande vara beredd pa eventuella avgiftsférandringar vid behov.
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Flerarsjamforelse

Nettoomsattning
Resultat efter finansiella poster
Soliditet *

Arsavgifter i snitt/kvm upplaten bostadsratt
Arsavgifter i snitt/total intakt

Lan i snitt/kvm upplaten bostadsratt

Lan i snitt/all uthyrd och upplaten yta
Sparande till underhall och

investeringar

Réantekanslighet

Energikostnad/kvm total yta

Forklaring till vissa nyckeltal
Sparande till underhall och investeringar

2025

2379127
-41 759
41,23%

553
43,7%
5284
4 501

125
9,6%
245

2024

1979 484
-221 498
41,00%

553
52,5%
5319
4 531

84
9,6%
244

2023

1801218
-235 864
41,40%

489
50,2%
5454
4 635

19
11,2%
229

2022

1720 451
-102 941
42,00%

489
52,5%
5503
4677

118
11,3%
179

Detta nyckeltal anger hur stort Idpande dverskott foreningen har per kvadratmeter boarea varje enskilt
ar. Rent praktiskt gar féreningens sparande till olika saker (amorteringar, sparande eller utférda
investeringar). Pa lang sikt gar pengarna till planerat underhall och investeringar som féreningen
behdver gora, antingen genom att ha pengar pa banken eller att amortera och pa sa satt skapa ett

ett [Aneutrymme.

Nedan redovisas foreningens sparande till framtida planerade underhall och investeringar. Sparandet
visar hur mycket likvida medel féreningen fatt dver i den I6pande driften under rakenskapsaret. Darfor
tas avskrivningar (som inte paverkar likviditeten) samt arets planerade underhall bort.

Rorelseintakter
Roérelsekostnader
Finansiella poster
Arets resultat

Planerat underhall
Avskrivningar
Arets sparande

Arets sparande per kvm total yta

Soliditet

2025

2379127
-2 124 047

-296 839

-41 759

32 311
284 854

275 406

125

Soliditeten beraknas som justerat eget kapital i forhallande till balansomslutningen.

Réntekéanslighet

Anger hur manga procent bostadsrattsforeningen behdver hoja avgifterna med om rantan pa lane-
stocken 6kar med en procentenhet for att bibehalla samma sparande till framtida underhall och

investeringar.
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Rantekansligheten beraknas genom att langfristiga skulder + kortfristig del av fastighetslan
multipliceras med 1% och delas med arsavgiften.
Energikostnader
Anger varme-, vatten- och elkostnader per kvadratmeter total yta.
Eget kapital
Upplatelse- Uppskrivning Yttre Fritt eget
Insatser avgifter fond fond kapital
Belopp vid arets ingang 6017 018 5088429 12355174 2295487 -18494 173
Resultat enligt beslut av arets
féreningsstamma:
Avsattning till yttre fond 545 000 -545 000
| ansprakstagande av yttre fond -127 908 127 908
Uppl6sning uppskrivningsfond -110 314 110 314
Arets resultat -41 759
Belopp vid arets utgang 6 017 018 5088429 12244860 2712579 -18 842710

Till féreningsstammans forfogande star
balanserad forlust

arets resultat

behandlas enligt féljande (kronor):

till yttre fonden avsatts

iansprakstagande av yttre fond
i ny rékning dverfores

-18 800 951
-41 759
-18 842 710

-545 000
32 311

-19 355 399
-18 842 710

Betraffande féreningens resultat och stéllning i dvrigt hanvisas till efterféljande
resultat- och balansrakningar med tillhérande tillaggsupplysningar.
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RESULTATRAKNINGAR

Foreningens intékter
Hyror och avgifter
Ovriga intéakter

Foreningens kostnader

Driftskostnader

Reparation och underhall

Ovriga forvaltnings- och féreningskostnader
Styrelsekostnader

Avskrivningar

Rorelseresultat

Resultat fran finansiella investeringar
Ranteintakter

Réantekostnader

Summa resultat fran

finansiella poster

Resultat efter finansiella poster

Arets resultat

[e20¢) I >N V)

7,8

2025-01-01

-2025-12-31

1950 721
428 406

2379127

-913 802
-386 249
-384 593
-154 549
-284 854

2024-01-01

-2024-12-31

1 958 502
20 982

-2 124 047

255 080

21490
-318 329

1979 484

-905 751
-288 386
-298 635
-150 607
-279 357

-296 839

-41 759

-41 759

-1922 736

56 748

26
-278 272

-278 246

-221 498

-221 498
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BALANSRAKNINGAR

Not 2025-12-31 2024-12-31
TILLGANGAR
Anlaggningstillgangar
Materiella anlaggningstillgangar
Byggnader och mark 7 16 793 482 16 953 143
Inventarier 8 64 625 79 886
16 858 107 17 033 029
Summa anlaggningstillgangar 16 858 107 17 033 029
Omsattningstillgangar
Kortfristiga fordringar
Avgiftsfordringar 97 226 0
Osakra hyresfordringar -113 846 0
Skattefordran 25 349 1322
Forutbetalda kostnader och
upplupna intakter 9 29 555 37 577
38 284 38 899
Kassa och bank 616 560 627 025
Summa omsattningstillgangar 654 844 665 924

% 6 SUMMA TILLGANGAR 17 512 951 17 698 953
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BALANSRAKNINGAR

EGET KAPITAL OCH SKULDER
Eget kapital

Bundet eget kapital
Insatser
Upplatelseavgifter
Uppskrivningsfond
Fond for yttre underhall

Fritt eget kapital
Balanserat resultat
Arets resultat

Summa eget kapital

Langfristiga skulder
Skulder till kreditinstitut

Kortfristiga skulder

Kortfristiga skulder till kreditinstitut
Leverantoérsskulder

Aktuell skatteskuld

Ovriga skulder

Upplupna kostnader och
férutbetalda intakter

Summa kortfristiga skulder

SUMMA EGET KAPITAL OCH SKULDER

10

10

11

2025-12-31

6017018
5 088 429
12 244 860
2712579

26 062 886

-18 800 951
-41 759

2024-12-31

6017 018
5088 429
12 355 174
2 295 487

-18 842 710

7220 176

25756 108

-18 272 675
-221 498

9933 038
121 657

7 889

128 288

101 903

-18 494 173

7 261 935

10292 775

17 512 951

9 999 126
145 800
24 827
133 436

133 829

10 437 018

17 698 953
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Kassaflodesanalys

Den I6pande verksamheten

Rorelseresultat

Justeringar for poster som inte ingar i kassaflédet
Avskrivningar

Erhallen ranta

Erlagd ranta

Betald inkomstskatt

Kassaflode fran den I6pande verksamheten fore
forandringar av rorelsekapital

Kassafléde fran féréndringar i rérelsekapital
Okning av rérelsefordringar

Minskning av rorelsefordringar

Minskning av rérelseskulder

Kassaflode fran den I6pande verksamheten

Investeringsverksamheten
Forvarv av materiella anlaggningstillgangar
Forsaljning av inventarier

Finansieringsverksamheten

Upplatelse bostadsratter

Upptagna lan

Amortering av skuld

Kassaflode fran finansieringsverksamheten

Arets kassaflode
Likvida medel vid arets borjan
Likvida medel vid arets slut

255 080

284 854

2024

56 747

279 357

539 934
21490
-318 329
0

336 104
26

-278 271
0

243 095

0

615

-78 155
165 555

-109 932
0

-109 932

0
0
-66 088

57 859

-458

-45 845
11 556

o

-66 088

-10 465
627 025
616 560

0
0
-91 088

-91 088

-79 532
706 557
627 025
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Not 1

Not 2

TILLAGGSUPPLYSNINGAR

Redovisnings- och vérderingsprinciper

Arsredovisningen ar upprattad i enlighet med arsredovisningslagen och BFNAR 2016:10

Arsredovisning i mindre foretag (K2).

Vérderingsprinciper m.m

Tillgangar, avsattningar och skulder har varderats till anskaffningsvarden om inget annat

anges nedan.

Fordringar

Fordringar har upptagits till de belopp varmed de beraknas inflyta.

Styrelse

Foreningen har inte haft nagra anstallda, dock har styrelsearvode utgatt.
Lagre sociala avgifter 2020 beror pa statlig nedsattning pga Covid-19.

Avskrivningar

Foreningen tillampar foljande avskrivningstider:
Byggnad och uppskrivning av byggnad
Ombyggnader

Inventarier

UPPLYSNINGAR TILL ENSKILDA POSTER
Hyror och avgifter

Arsavgifter

Tillfalliga avgiftsnedsattningar
Hyresintakter lokaler
Forrad/festlokal

Ovriga intéakter

Pant- och dverlatelseavgifter
Andrahandsuthyrning administration
Atervunnen moms 2018-2023
Ovriga intakter

10

120 ar

50 ar

10 ar
2025 2024
1 039 656 1 039 656
0 0
908 665 914 688
2 400 4 158
1 950 721 1 958 502
2025 2024
8 135 13 874
0 5730
418 601 0
1670 1378
428 406 20 982
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Not 3

Not 4

Not 5

Not 6

Driftskostnader

Vatten

Varme

El

Sopor

Snoérdjning

Kabel-TV
Fastighetsforsakring
Fastighetsforvaltning
Stadning

Ovriga avtal

Reparationer och underhall

Lokal
Fastighet
Tvattstuga
Gard/utemiljo

Ovriga forvaltnings- och féreningskostnader

Fastighetsskatt
Datakommunikation
Revisionsarvode
Befarad kundfdrlus
Administrativa kostnader
Konsultarvode

Pant- och 6verlatelseavgifter
Bankkostnader
Tillsynsavgift

Ovriga kostnader
Foreningsavgifter

Styrelsekostnader

Arvoden till styrelsen
Arbetsgivaravgifter

11

2025 2024
105 449 101 284
388 402 390 159

46 883 47 596
105 596 102 957
5122 19 057

8 345 8274
54 859 51629
125 268 124 138
42 165 39 736
31713 20 921
913 802 905 751
2025 2024

0 9393

374 500 261676
3204 6 927

8 545 10 390
386 249 288 386

2025 2024

142 848 135 370
66 226 64 757
14 850 18 700

113 846 0
21074 19 086

0 11 875

7 053 17 758
4 915 4 045
0 18 330

3 311 3204
10 470 5510

384 593 298 635

2025 2024
117 600 114 600

36 949 36 007
154 549 150 607



Brf Bonden Storre 31
Org.nr 716419-5054

Not 7

Not 8

Not 9

Not 10

Byggnad och mark

Ingédende anskaffningsvarde
Ombyggnad
Utgaende ackumulerade anskaffningsvarden

Ingédende avskrivningar

Arets avskrivningar

Utgaende ackumulerade avskrivningar
Utgaende planerat restvard
Redovisat varde byggnader

Redovisat varde mark

Taxeringsvérde
Taxeringsvarde for féreningen fastighet
varav byggnad

Inventarier

Ingédende anskaffningsvarde
Utgaende ackumulerade anskaffningsvarden

Ingaende avskrivningar
Arets avskrivning
Utgaende ackumulerade avskrivningar

Utgaende planerat restvidrde

Forutbetalda kostnader och upplupna intékter

Fastighetsforsakring
Bredband/ Kabel-Tv
Medlemsavgifter
Ovriga kostnader

Langfristiga skulder
Rantesats
Stadshypotek 3,090
Stadshypotek 3,040
Stadshypotek 2,840
Stadshypotek 2,840

Avgar Kortfristig del

12
2025 2024
24 667 000 24 667 000
109 932 0
24 776 932 24 667 000
-7 713 857 -7 449 761
-269 593 -264 096
-7 983 450 -7 713 857
16 793 482 16 953 143
15193 482 15 353 143
1600 000 1 600 000
16 793 482 16 953 143
92 906 000 96 506 000
40 600 000 39 200 000
2025 2024
460 995 460 995
460 995 460 995
-381 109 -365 848
-15 261 -15 261
-396 370 -381 109
64 625 79 886
2025-12-31 2024-12-31
18 582 17 696
10 973 10 804
0 5510
0 3 567
29 555 37 577
2025-12-31 2024-12-31
Villkorsandring
2026-01-30 1870 000 1870 000
2026-01-30 2 300 000 2 300 000
2026-03-03 2759 244 2825 332
2026-03-03 3 003 794 3 003 794
9933 038 9999 126
-9 933 038 -9 999 126
0 0
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Not 12
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Upplupna kostnader och 2025-12-31 2024-12-31
forutbetalda intakter
Forutbetalda avgifter och hyror 0 29 554
Rantekostnader 1633 2727
Vatten 16 901 16 444
Fjarrvarme 50 566 51 631
El 0 5898
Sopor 12 498 11 040
Fastighetsforvaltning 5 305 1535
Revisionsarvode 15 000 15 000
101 903 133 829
Stéllda sakerheter 2025-12-31 2024-12-31
Panter och darmed jamforliga sdkerheter
som har stéllts for egna skulder och for
forpliktelser som redovisats som avsattningar
Fastighetsinteckningar 10 746 000 10 746 000
10 746 000 10 746 000
Vasentliga hdndelser efter rikenskapsarets slut

Not 13

Kortfristiga skulder till kreditinstitut avser fastighetslan som forfaller under 2026. Styrelsen har

under varen 2026 bundit tre av féreningens lan enligt féljande:

Rantesats Loptid Villkorsandring Belopp 2025-12-31
Stadshypotek 2,66 1ar 2027-01-30 2 300 000
Stadshypotek 2,78 2ar 2028-01-30 1870 000
Stadshypotek 3,48 3ar 2029-03-30 3003 794
Stockholm 2026- -
Karl Larsson Martin Westerberg
ordférande
Clara Rohlin Tsaros Miguel Garcia-Bermejo

Min revisionsberattelse har avgivits 2026 - -

Anders Von Scheele
Revisor
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REVISIONSBERATTELSE

Till foreningsstamman i Bostadsrattsforeningen Bonden Storre 31, 716419-5054.

Rapport om arsredovisningen
Vi har utfért en revision av arsredovisningen for Brf Bonden Storre 31 for ar 2025.

Styrelsens ansvar fér 8rsredovisningen

Det &r styrelsen som har ansvaret fér att uppréatta en arsredovisning som ger en réttvisande
bild enligt arsredovisningslagen och fér den interna kontroll som styrelsen bedémer &r
nédvandig for att upprétta en arsredovisning som inte innehdller visentliga felaktigheter,
vare sig dessa beror pd oegentligheter eller pa fel.

Revisorns ansvar

Vart ansvar &r att uttala oss om rsredovisningen p& grundval av var revision. Detta kraver
att vi planerar och utfér revisionen fér att uppna rimlig sakerhet att rsredovisningen inte
innehaller vasentliga felaktigheter.

En revision innefattar att genom olika atgédrder inhdmta revisionsbevis om belopp och annan
information i &rsredovisningen. Revisorn véljer vilka dtgarder som ska utféras, bland annat
genom att bedéma riskerna for vasentliga felaktigheter i arsredovisningen, vare sig dessa
beror pa oegentligheter eller pa fel. Vid denna riskbedémning beaktar revisorn de delar av
den interna kontrollen som &r relevanta fér hur féreningen upprattar arsredovisningen for att
ge en rattvisande bild i syfte att utforma granskningsatgarder som &r &ndamalsenliga med
hansyn till omstandigheterna, men inte i syfte att gora ett uttalande om effektiviteten i
foreningens interna kontroll. En revision innefattar ocksa en utvérdering av
andamalsenligheten i de redovisningsprinciper som har anvénts och av rimligheten i
styrelsens uppskattningar i redovisningen, liksom en utvardering av den Overgripande
presentationen i arsredovisningen.

Vi anser att de revisionsbevis som har inhamtat &r tillrdckliga och &ndamalsenliga som grund
. o
for vara uttalanden.

Uttalanden

Enligt var uppfattning har arsredovisningen uppréttats i enlighet med arsredovisningslagen
och ger en i alla vasentliga avseenden rattvisande bild av féreningens finansiella stallning
per 2025-12-31 och av dess finansiella resultat fér aret enligt arsredovisningslagen.
Forvaltningsberéattelsen &r forenlig med arsredovisningens dvriga delar.

Vi tillstyrker darfor att foreningsstamman faststaller resultatrakningen och balansrakningen.



Rapport om andra krav enligt lagar och andra forfattningar

Utover var revision av drsredovisningen har vi dven utfért en revision av forslaget till
dispositioner betraffande féreningens vinst eller férlust samt styrelsens férvaltning fér Brf
Bonden Storre 31 for ar 2025.

Styrelsens ansvar

Det ar styrelsen som har ansvaret for forslaget till dispositioner betraffande féreningens
vinst eller forlust, och det ar styrelsen som har ansvaret for férvaltningen enligt
bostadsrattslagen.

Revisorns ansvar
Vart ansvar &r att med rimlig sékerhet uttala mig om férslaget till dispositioner betréffande
féreningens vinst eller férlust och om férvaltningen pd grundval av var revision.

Som underlag fér vart uttalande om styrelsens forslag till dispositioner betréffande
foreningens vinst eller forlust har vi granskat om foérslaget ar forenligt med
bostadsrattslagen.

Som underlag fér vart uttalande om ansvarsfrihet har vi utéver revisionen av
drsredovisningen granskat vasentliga beslut, dtgérder och férhallanden i féreningen for att
kunna bedéma om nagon styrelseledamot &r ersattningsskyldig mot féreningen. Vi har dven
granskat om ndgon styrelseledamot pa annat satt har handlat i strid med bostadsréttslagen,
arsredovisningslagen eller féreningens stadgar.

Vi anser att de revisionsbevis som inhdmtat &r tillréckliga och &ndamalsenliga som grund for
o
vara uttalanden.

Uttalanden
Vi tillstyrker att féreningsstamman disponerar resultatet enligt forslaget i
forvaltningsberattelsen och beviljar styrelsens ledaméter ansvarsfrihet for rakenskapsaret.

Den dag som framgar av min digitala underskrift

Ravisor AB

Anders von Scheele
Revisor
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Verksamheten

Allméant om verksamheten

Foreningen och stadgarna for foreningen registrerades av Bolagsverket 1985. Foreningens
ekonomiska plan registrerades 1988. Bostadsrattsféreningen Brf Bonden Stérre 31 innehar en
fastighet pa Bondegatan 16 i Stockholm.

Bostadsrattsféreningen Brf Bonden Stérre 31 har till &ndamal att framja medlemmarnas
ekonomiska intressen genom att i féreningens hus upplata bostader at medlemmarna till
nyttjande utan begransning i tiden.

Brf Bonden Storre 31 ar en akta bostadsrattsforening.
Marken innehas med aganderatt.

Fastighetsuppgifter

Foéreningen innehar fastigheten Bonden Storre 31 inom Stockholms kommun.

Byggnaden inrymmer 37 bostadsrattslagenheter for permanentboende om totalt 1 850 kvm samt

2 lokaler om totalt 327 kvm som i nulaget hyrs ut till féretagen Deevi AB och Mauro from the Hills AB.

Lagenhetsférdelning:

19 st. 1 rum och kok
14 st. 2 rum och kok
4 st. 3 rum och kok

Styrelse

Pa arsmotet 2025 valdes foljande styrelse:
Karl Larsson (ordférande)

Martin Westerberg (ledamot)

Clara Rohlin Tsaros (ledamot)

Miguel Garcia-Bermejo (ledamot)

Daniel Rytz (suppleant)

Ebba Green Salmonson (suppleant).

Styrelsen har under 2025 haft 10 protokollférda méten.

Valberedning
Johannes Hellgvist och Filip Kylvag valdes till valberedning.

Revisor
Foreningens revisor har under verksamhetsaret varit extern revisor Ravisor AB.

Medlemsantal och lagenhetsoverlatelser
Vid verksamhetsarets slut var medlemsantalet 55 (f.a 59) stycken.
Under verksamhetsaret har 7 (f.a 7) stycken lagenhetsoverlatelse skett.

Foreningsstamma
Ordinarie féreningsstamma holls 19 maj 2025.





Brf Bonden Storre 31 3
Org.nr 716419-5054

Firmateckning
Styrelsens firma tecknas av tva ledaméter i férening.

Vasentliga handelser under och efter verksamhetsaret

Under det senaste aret har Bostadsrattsforeningen Bonden storre 31 fortsatt att arbeta for att skapa
en trevlig och trygg bostadsmiljo fér vara medlemmar. Nedan féljer en sammanfattning av de
viktigaste handelserna.

- Vattenskador: Uppféljning och hantering av vattenskador i flera lagenheter i dialog med
entreprendrer, férsakringsbolag och berérda medlemmar.

- Varmesystem: Utredning av aterkommande problem med oljud och temperatur.
Atgarderhar genomforts i undercentralen, inklusive byte av komponenter och installation av avgasare.

- OVK och ventilation: Identifiering av brister i ventilationskontroller samt upprattande av
atgardsplaner i dialog med entreprendrer och Stadsbyggnadskontoret.

- Underhallsplan: Pabdrjat och vidareutvecklat arbetet med féreningens underhallsplan som
ett verktyg for langsiktig planering.

- Lassystem: Installation av batteribackup till portarnas lassystem.

- Lokaler: Kontinuerligt arbete med hyresgasten Mauro from the Hills AB som har haft

betalningssvarigheter. Parallellt har styrelsen arbetat aktivt med att hitta ny hyresgast via maklare
- Ekonomi: Da hyresbortfallet riskerade att paverka ekonomin kraftigt beslutade styrelsen om

en tillfallig avgiftshéjning med 20 % fran 1 april 2026
- Staddagar: Vi har haft tva stdddagar, en pa varen och en pa hosten, inklusive

grovsophamtning. Dessa dagar har varit uppskattade och bidragit till att halla vara gemensamma
utrymmen i gott skick.

Forestaende arbeten
Styrelse beddmer att nedanstaende underhallsarbeten behdver utféras under de kommande aren:

-Trapphusrenovering
-Oversyn av féreningens varmesystem

Viktiga avtal och forsakring

Den ekonomiska och tekniska forvaltningen skéts av Nytorgets fastigheter AB.
Fastigheten var under 2025 forsdkrad hos Bostadsratterna.
Foreningen har en underhallsplan som stracker sig till ar 2070.

Kabel-TV och bredband
Foéreningen har TV via Tele2 och bredband via Ownit.

Foreningens resultat
Fdreningen redovisar ett underskott pa ca 42 tkr, medan avskrivningar pa fastigheten motsvarar
ca 285 kr. Om man bortser fran avskrivningarna sa har foreningen ett positivt resultat.

Samtliga av féreningens lan har bundits. Styrelsen ser I6pande 6ver och utvarderar ekonomin for att
férebyggande vara beredd pa eventuella avgiftsférandringar vid behov.
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Flerarsjamforelse

Nettoomsattning
Resultat efter finansiella poster
Soliditet *

Arsavgifter i snitt/kvm upplaten bostadsratt
Arsavgifter i snitt/total intakt

Lan i snitt/kvm upplaten bostadsratt

Lan i snitt/all uthyrd och upplaten yta
Sparande till underhall och

investeringar

Réantekanslighet

Energikostnad/kvm total yta

Forklaring till vissa nyckeltal
Sparande till underhall och investeringar

2025

2379127
-41 759
41,23%

553
43,7%
5284
4 501

125
9,6%
245

2024

1979 484
-221 498
41,00%

553
52,5%
5319
4 531

84
9,6%
244

2023

1801218
-235 864
41,40%

489
50,2%
5454
4 635

19
11,2%
229

2022

1720 451
-102 941
42,00%

489
52,5%
5503
4677

118
11,3%
179

Detta nyckeltal anger hur stort Idpande dverskott foreningen har per kvadratmeter boarea varje enskilt
ar. Rent praktiskt gar féreningens sparande till olika saker (amorteringar, sparande eller utférda
investeringar). Pa lang sikt gar pengarna till planerat underhall och investeringar som féreningen
behdver gora, antingen genom att ha pengar pa banken eller att amortera och pa sa satt skapa ett

ett [Aneutrymme.

Nedan redovisas foreningens sparande till framtida planerade underhall och investeringar. Sparandet
visar hur mycket likvida medel féreningen fatt dver i den I6pande driften under rakenskapsaret. Darfor
tas avskrivningar (som inte paverkar likviditeten) samt arets planerade underhall bort.

Rorelseintakter
Roérelsekostnader
Finansiella poster
Arets resultat

Planerat underhall
Avskrivningar
Arets sparande

Arets sparande per kvm total yta

Soliditet

2025

2379127
-2 124 047

-296 839

-41 759

32 311
284 854

275 406

125

Soliditeten beraknas som justerat eget kapital i forhallande till balansomslutningen.

Réntekéanslighet

Anger hur manga procent bostadsrattsforeningen behdver hoja avgifterna med om rantan pa lane-
stocken 6kar med en procentenhet for att bibehalla samma sparande till framtida underhall och

investeringar.
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Rantekansligheten beraknas genom att langfristiga skulder + kortfristig del av fastighetslan
multipliceras med 1% och delas med arsavgiften.

Energikostnader
Anger varme-, vatten- och elkostnader per kvadratmeter total yta.

Eget kapital
Upplatelse- Uppskrivning Yttre Fritt eget
Insatser avgifter fond fond kapital
Belopp vid arets ingang 6017 018 5088429 12355174 2295487 -18494 173
Resultat enligt beslut av arets
féreningsstamma:
Avsattning till yttre fond 545 000 -545 000
| ansprakstagande av yttre fond -127 908 127 908
Uppl6sning uppskrivningsfond -110 314 110 314
Arets resultat -41 759
Belopp vid arets utgang 6 017 018 5088429 12244860 2712579 -18 842710
Till féreningsstammans forfogande star
balanserad forlust -18 800 951
arets resultat -41 759
-18 842 710
behandlas enligt féljande (kronor):
till yttre fonden avsatts -545 000
iansprakstagande av yttre fond 32 311
i ny rékning dverfores -19 355 399
-18 842 710

Betraffande féreningens resultat och stéllning i dvrigt hanvisas till efterféljande
resultat- och balansrakningar med tillhérande tillaggsupplysningar.
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RESULTATRAKNINGAR

Foreningens intékter
Hyror och avgifter
Ovriga intéakter

Foreningens kostnader

Driftskostnader

Reparation och underhall

Ovriga forvaltnings- och féreningskostnader
Styrelsekostnader

Avskrivningar

Rorelseresultat

Resultat fran finansiella investeringar
Ranteintakter

Réantekostnader

Summa resultat fran

finansiella poster

Resultat efter finansiella poster

Arets resultat

[e20¢) I >N V)

7,8

2025-01-01

-2025-12-31

1950 721
428 406

2379127

-913 802
-386 249
-384 593
-154 549
-284 854

2024-01-01

-2024-12-31

1 958 502
20 982

-2 124 047

255 080

21490
-318 329

1979 484

-905 751
-288 386
-298 635
-150 607
-279 357

-296 839

-41 759

-41 759

-1922 736

56 748

26
-278 272

-278 246

-221 498

-221 498





Brf Bonden Storre 31 7
Org.nr 716419-5054

BALANSRAKNINGAR

Not 2025-12-31 2024-12-31
TILLGANGAR
Anlaggningstillgangar
Materiella anlaggningstillgangar
Byggnader och mark 7 16 793 482 16 953 143
Inventarier 8 64 625 79 886
16 858 107 17 033 029
Summa anlaggningstillgangar 16 858 107 17 033 029
Omsattningstillgangar
Kortfristiga fordringar
Avgiftsfordringar 97 226 0
Osakra hyresfordringar -113 846 0
Skattefordran 25 349 1322
Forutbetalda kostnader och
upplupna intakter 9 29 555 37 577
38 284 38 899
Kassa och bank 616 560 627 025
Summa omsattningstillgangar 654 844 665 924

SUMMA TILLGANGAR 17 512 951 17 698 953
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BALANSRAKNINGAR

EGET KAPITAL OCH SKULDER
Eget kapital

Bundet eget kapital
Insatser
Upplatelseavgifter
Uppskrivningsfond
Fond for yttre underhall

Fritt eget kapital
Balanserat resultat
Arets resultat

Summa eget kapital

Langfristiga skulder
Skulder till kreditinstitut

Kortfristiga skulder

Kortfristiga skulder till kreditinstitut
Leverantoérsskulder

Aktuell skatteskuld

Ovriga skulder

Upplupna kostnader och
férutbetalda intakter

Summa kortfristiga skulder

SUMMA EGET KAPITAL OCH SKULDER

10

10

11

2025-12-31

6017018
5 088 429
12 244 860
2712579

26 062 886

-18 800 951
-41 759

2024-12-31

6017 018
5088 429
12 355 174
2 295 487

-18 842 710

7220 176

25756 108

-18 272 675
-221 498

9933 038
121 657

7 889

128 288

101 903

-18 494 173

7 261 935

10292 775

17 512 951

9 999 126
145 800
24 827
133 436

133 829

10 437 018

17 698 953
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Kassaflodesanalys

Den I6pande verksamheten

Rorelseresultat

Justeringar for poster som inte ingar i kassaflédet
Avskrivningar

Erhallen ranta

Erlagd ranta

Betald inkomstskatt

Kassaflode fran den I6pande verksamheten fore
forandringar av rorelsekapital

Kassafléde fran féréndringar i rérelsekapital
Okning av rérelsefordringar

Minskning av rorelsefordringar

Minskning av rérelseskulder

Kassaflode fran den I6pande verksamheten

Investeringsverksamheten
Forvarv av materiella anlaggningstillgangar
Forsaljning av inventarier

Finansieringsverksamheten

Upplatelse bostadsratter

Upptagna lan

Amortering av skuld

Kassaflode fran finansieringsverksamheten

Arets kassaflode
Likvida medel vid arets borjan
Likvida medel vid arets slut

255 080

284 854

2024

56 747

279 357

539 934
21490
-318 329
0

336 104
26

-278 271
0

243 095

0

615

-78 155
165 555

-109 932
0

-109 932

0
0
-66 088

57 859

-458

-45 845
11 556

o

-66 088

-10 465
627 025
616 560

0
0
-91 088

-91 088

-79 532
706 557
627 025
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Not 1

Not 2

TILLAGGSUPPLYSNINGAR

Redovisnings- och vérderingsprinciper

Arsredovisningen ar upprattad i enlighet med arsredovisningslagen och BFNAR 2016:10

Arsredovisning i mindre foretag (K2).

Vérderingsprinciper m.m

Tillgangar, avsattningar och skulder har varderats till anskaffningsvarden om inget annat

anges nedan.

Fordringar

Fordringar har upptagits till de belopp varmed de beraknas inflyta.

Styrelse

Foreningen har inte haft nagra anstallda, dock har styrelsearvode utgatt.
Lagre sociala avgifter 2020 beror pa statlig nedsattning pga Covid-19.

Avskrivningar

Foreningen tillampar foljande avskrivningstider:
Byggnad och uppskrivning av byggnad
Ombyggnader

Inventarier

UPPLYSNINGAR TILL ENSKILDA POSTER
Hyror och avgifter

Arsavgifter

Tillfalliga avgiftsnedsattningar
Hyresintakter lokaler
Forrad/festlokal

Ovriga intéakter

Pant- och dverlatelseavgifter
Andrahandsuthyrning administration
Atervunnen moms 2018-2023
Ovriga intakter

10

120 ar

50 ar

10 ar
2025 2024
1 039 656 1 039 656
0 0
908 665 914 688
2 400 4 158
1 950 721 1 958 502
2025 2024
8 135 13 874
0 5730
418 601 0
1670 1378
428 406 20 982
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Not 3

Not 4

Not 5

Not 6

Driftskostnader

Vatten

Varme

El

Sopor

Snoérdjning

Kabel-TV
Fastighetsforsakring
Fastighetsforvaltning
Stadning

Ovriga avtal

Reparationer och underhall

Lokal
Fastighet
Tvattstuga
Gard/utemiljo

Ovriga forvaltnings- och féreningskostnader

Fastighetsskatt
Datakommunikation
Revisionsarvode
Befarad kundfdrlus
Administrativa kostnader
Konsultarvode

Pant- och 6verlatelseavgifter
Bankkostnader
Tillsynsavgift

Ovriga kostnader
Foreningsavgifter

Styrelsekostnader

Arvoden till styrelsen
Arbetsgivaravgifter

11

2025 2024
105 449 101 284
388 402 390 159

46 883 47 596
105 596 102 957
5122 19 057

8 345 8274
54 859 51629
125 268 124 138
42 165 39 736
31713 20 921
913 802 905 751
2025 2024

0 9393

374 500 261676
3204 6 927

8 545 10 390
386 249 288 386

2025 2024

142 848 135 370
66 226 64 757
14 850 18 700

113 846 0
21074 19 086

0 11 875

7 053 17 758
4 915 4 045
0 18 330

3 311 3204
10 470 5510

384 593 298 635

2025 2024
117 600 114 600

36 949 36 007
154 549 150 607
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Not 7

Not 8

Not 9

Not 10

Byggnad och mark

Ingédende anskaffningsvarde
Ombyggnad
Utgaende ackumulerade anskaffningsvarden

Ingédende avskrivningar

Arets avskrivningar

Utgaende ackumulerade avskrivningar
Utgaende planerat restvard
Redovisat varde byggnader

Redovisat varde mark

Taxeringsvérde
Taxeringsvarde for féreningen fastighet
varav byggnad

Inventarier

Ingédende anskaffningsvarde
Utgaende ackumulerade anskaffningsvarden

Ingaende avskrivningar
Arets avskrivning
Utgaende ackumulerade avskrivningar

Utgaende planerat restvidrde

Forutbetalda kostnader och upplupna intékter

Fastighetsforsakring
Bredband/ Kabel-Tv
Medlemsavgifter
Ovriga kostnader

Langfristiga skulder
Rantesats
Stadshypotek 3,090
Stadshypotek 3,040
Stadshypotek 2,840
Stadshypotek 2,840

Avgar Kortfristig del

12
2025 2024
24 667 000 24 667 000
109 932 0
24 776 932 24 667 000
-7 713 857 -7 449 761
-269 593 -264 096
-7 983 450 -7 713 857
16 793 482 16 953 143
15193 482 15 353 143
1600 000 1 600 000
16 793 482 16 953 143
92 906 000 96 506 000
40 600 000 39 200 000
2025 2024
460 995 460 995
460 995 460 995
-381 109 -365 848
-15 261 -15 261
-396 370 -381 109
64 625 79 886
2025-12-31 2024-12-31
18 582 17 696
10 973 10 804
0 5510
0 3 567
29 555 37 577
2025-12-31 2024-12-31
Villkorsandring
2026-01-30 1870 000 1870 000
2026-01-30 2 300 000 2 300 000
2026-03-03 2759 244 2825 332
2026-03-03 3 003 794 3 003 794
9933 038 9999 126
-9 933 038 -9 999 126
0 0





Not 11

Not 12
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Upplupna kostnader och 2025-12-31 2024-12-31
forutbetalda intakter
Forutbetalda avgifter och hyror 0 29 554
Rantekostnader 1633 2727
Vatten 16 901 16 444
Fjarrvarme 50 566 51 631
El 0 5898
Sopor 12 498 11 040
Fastighetsforvaltning 5 305 1535
Revisionsarvode 15 000 15 000
101 903 133 829
Stéllda sakerheter 2025-12-31 2024-12-31
Panter och darmed jamforliga sdkerheter
som har stéllts for egna skulder och for
forpliktelser som redovisats som avsattningar
Fastighetsinteckningar 10 746 000 10 746 000
10 746 000 10 746 000
Vasentliga hdndelser efter rikenskapsarets slut

Not 13

Kortfristiga skulder till kreditinstitut avser fastighetslan som forfaller under 2026. Styrelsen har

under varen 2026 bundit tre av féreningens lan enligt féljande:

Rantesats Loptid Villkorsandring Belopp 2025-12-31
Stadshypotek 2,66 1ar 2027-01-30 2 300 000
Stadshypotek 2,78 2ar 2028-01-30 1870 000
Stadshypotek 3,48 3ar 2029-03-30 3003 794
Stockholm 2026- -
Karl Larsson Martin Westerberg
ordférande
Clara Rohlin Tsaros Miguel Garcia-Bermejo

Min revisionsberattelse har avgivits 2026 - -

Anders Von Scheele
Revisor
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Verksamheten

Allmant om verksamheten

Foreningen och stadgarna for foreningen registrerades av Bolagsverket 1985. Foreningens
ekonomiska plan registrerades 1988. Bostadsrattsféreningen Brf Bonden Stérre 31 innehar en
fastighet pa Bondegatan 16 i Stockholm.

Bostadsrattsféreningen Brf Bonden Stérre 31 har till &ndamal att framja medlemmarnas
ekonomiska intressen genom att i féreningens hus upplata bostader at medlemmarna till
nyttjande utan begransning i tiden.

Brf Bonden Storre 31 ar en akta bostadsrattsforening.
Marken innehas med aganderatt.

Fastighetsuppgifter

Foéreningen innehar fastigheten Bonden Stdrre 31 inom Stockholms kommun.

Byggnaden inrymmer 37 bostadsrattslagenheter for permanentboende om totalt 1 850 kvm samt

2 lokaler om totalt 327 kvm som i nulaget hyrs ut till féretagen Deevi AB och Mauro from the Hills AB.

Lagenhetsférdelning:

19 st. 1 rum och kok
14 st. 2 rum och kok
4 st. 3 rum och kok

Styrelse

Pa arsmotet 2025 valdes foljande styrelse:
Karl Larsson (ordférande)

Martin Westerberg (ledamot)

Clara Rohlin Tsaros (ledamot)

Miguel Garcia-Bermejo (ledamot)

Daniel Rytz (suppleant)

Ebba Green Salmonson (suppleant).

Styrelsen har under 2025 haft 10 protokollférda méten.

Valberedning
Johannes Hellgvist och Filip Kylvag valdes till valberedning.

Revisor
Foreningens revisor har under verksamhetsaret varit extern revisor Ravisor AB.

Medlemsantal och lagenhetsoverlatelser
Vid verksamhetsarets slut var medlemsantalet 55 (f.a 59) stycken.
Under verksamhetsaret har 7 (f.a 7) stycken lagenhetsoverlatelse skett.

Foreningsstamma
Ordinarie féreningsstdmma holls 19 maj 2025.
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Firmateckning
Styrelsens firma tecknas av tva ledaméter i férening.

Vasentliga handelser under och efter verksamhetsaret

Under det senaste aret har Bostadsrattsforeningen Bonden storre 31 fortsatt att arbeta for att skapa
en trevlig och trygg bostadsmiljo fér vara medlemmar. Nedan féljer en sammanfattning av de
viktigaste handelserna.

- Vattenskador: Uppféljning och hantering av vattenskador i flera lagenheter i dialog med
entreprendrer, férsakringsbolag och berérda medlemmar.

- Varmesystem: Utredning av aterkommande problem med oljud och temperatur.
Atgarderhar genomforts i undercentralen, inklusive byte av komponenter och installation av avgasare.

- OVK och ventilation: Identifiering av brister i ventilationskontroller samt upprattande av
atgardsplaner i dialog med entreprendrer och Stadsbyggnadskontoret.

- Underhallsplan: Pabdrjat och vidareutvecklat arbetet med féreningens underhallsplan som
ett verktyg for langsiktig planering.

- Lassystem: Installation av batteribackup till portarnas lassystem.

- Lokaler: Kontinuerligt arbete med hyresgasten Mauro from the Hills AB som har haft

betalningssvarigheter. Parallellt har styrelsen arbetat aktivt med att hitta ny hyresgast via maklare
- Ekonomi: Da hyresbortfallet riskerade att paverka ekonomin kraftigt beslutade styrelsen om

en tillfallig avgiftshéjning med 20 % fran 1 april 2026
- Staddagar: Vi har haft tva stdddagar, en pa varen och en pa hosten, inklusive

grovsophamtning. Dessa dagar har varit uppskattade och bidragit till att halla vara gemensamma
utrymmen i gott skick.

Forestaende arbeten
Styrelse beddmer att nedanstaende underhallsarbeten behdver utféras under de kommande aren:

-Trapphusrenovering
-Oversyn av féreningens varmesystem

Viktiga avtal och forsakring

Den ekonomiska och tekniska forvaltningen skoéts av Nytorgets fastigheter AB.
Fastigheten var under 2025 forsdkrad hos Bostadsratterna.
Foreningen har en underhallsplan som stracker sig till ar 2070.

Kabel-TV och bredband
Foéreningen har TV via Tele2 och bredband via Ownit.

Foreningens resultat
Fdreningen redovisar ett underskott pa ca 42 tkr, medan avskrivningar pa fastigheten motsvarar
ca 285 kr. Om man bortser fran avskrivningarna sa har féreningen ett positivt resultat.

Samtliga av féreningens lan har bundits. Styrelsen ser I6pande 6ver och utvarderar ekonomin for att
férebyggande vara beredd pa eventuella avgiftsférandringar vid behov.
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Flerarsjamforelse

Nettoomsattning
Resultat efter finansiella poster
Soliditet *

Arsavgifter i snitt/kvm upplaten bostadsratt
Arsavgifter i snitt/total intakt

Lan i snitt/kvm upplaten bostadsratt

Lan i snitt/all uthyrd och upplaten yta
Sparande till underhall och

investeringar

Réantekanslighet

Energikostnad/kvm total yta

Forklaring till vissa nyckeltal
Sparande till underhall och investeringar

2025

2379127
-41 759
41,23%

553
43,7%
5284
4 501

125
9,6%
245

2024

1979 484
-221 498
41,00%

553
52,5%
5319
4 531

84
9,6%
244

2023

1801218
-235 864
41,40%

489
50,2%
5454
4 635

19
11,2%
229

2022

1720 451
-102 941
42,00%

489
52,5%
5503
4677

118
11,3%
179

Detta nyckeltal anger hur stort Idpande dverskott foreningen har per kvadratmeter boarea varje enskilt
ar. Rent praktiskt gar féreningens sparande till olika saker (amorteringar, sparande eller utférda
investeringar). Pa lang sikt gar pengarna till planerat underhall och investeringar som féreningen
behdver gora, antingen genom att ha pengar pa banken eller att amortera och pa sa satt skapa ett

ett [Aneutrymme.

Nedan redovisas foreningens sparande till framtida planerade underhall och investeringar. Sparandet
visar hur mycket likvida medel féreningen fatt dver i den I6pande driften under rakenskapsaret. Darfor
tas avskrivningar (som inte paverkar likviditeten) samt arets planerade underhall bort.

Rorelseintakter
Roérelsekostnader
Finansiella poster
Arets resultat

Planerat underhall
Avskrivningar
Arets sparande

Arets sparande per kvm total yta

Soliditet

2025

2379127
-2 124 047

-296 839

-41 759

32 311
284 854

275 406

125

Soliditeten beraknas som justerat eget kapital i forhallande till balansomslutningen.

Réntekénslighet

Anger hur manga procent bostadsrattsforeningen behdéver hoja avgifterna med om rantan pa lane-
stocken 6kar med en procentenhet for att bibehalla samma sparande till framtida underhall och

investeringar.
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Rantekansligheten beraknas genom att langfristiga skulder + kortfristig del av fastighetslan
multipliceras med 1% och delas med arsavgiften.

Energikostnader
Anger varme-, vatten- och elkostnader per kvadratmeter total yta.

Eget kapital
Upplatelse- Uppskrivning Yttre Fritt eget
Insatser avgifter fond fond kapital
Belopp vid arets ingang 6017 018 5088429 12355174 2295487 -18494 173
Resultat enligt beslut av arets
féreningsstamma:
Avsattning till yttre fond 545 000 -545 000
| ansprakstagande av yttre fond -127 908 127 908
Uppl6sning uppskrivningsfond -110 314 110 314
Arets resultat -41 759
Belopp vid arets utgang 6 017 018 5088429 12244860 2712579 -18 842710
Till féreningsstammans forfogande star
balanserad forlust -18 800 951
arets resultat -41 759
-18 842 710
behandlas enligt féljande (kronor):
till yttre fonden avsatts -545 000
iansprakstagande av yttre fond 32 311
i ny rékning dverfores -19 355 399
-18 842 710

Betraffande féreningens resultat och stéllning i dvrigt hanvisas till efterféljande
resultat- och balansrakningar med tillhnérande tillaggsupplysningar.
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RESULTATRAKNINGAR

Foreningens intdkter
Hyror och avgifter
Ovriga intakter

Foreningens kostnader

Driftskostnader

Reparation och underhall

Ovriga forvaltnings- och féreningskostnader
Styrelsekostnader

Avskrivningar

Rorelseresultat

Resultat fran finansiella investeringar
Ranteintakter

Réantekostnader

Summa resultat fran

finansiella poster

Resultat efter finansiella poster

Arets resultat

[e20N¢) I >N V)

7,8

2025-01-01

-2025-12-31

1950 721
428 406

2379127

-913 802
-386 249
-384 593
-154 549
-284 854

2024-01-01

-2024-12-31

1 958 502
20 982

-2 124 047

255 080

21490
-318 329

1979 484

-905 751
-288 386
-298 635
-150 607
-279 357

-296 839

-41 759

-41 759

-1922 736

56 748

26
-278 272

-278 246

-221 498

-221 498
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BALANSRAKNINGAR

Not 2025-12-31 2024-12-31
TILLGANGAR
Anlaggningstillgangar
Materiella anlaggningstillgangar
Byggnader och mark 7 16 793 482 16 953 143
Inventarier 8 64 625 79 886
16 858 107 17 033 029
Summa anlaggningstillgangar 16 858 107 17 033 029
Omsattningstillgangar
Kortfristiga fordringar
Avgiftsfordringar 97 226 0
Osakra hyresfordringar -113 846 0
Skattefordran 25 349 1322
Forutbetalda kostnader och
upplupna intakter 9 29 555 37 577
38 284 38 899
Kassa och bank 616 560 627 025
Summa omsattningstillgangar 654 844 665 924

SUMMA TILLGANGAR 17 512 951 17 698 953
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BALANSRAKNINGAR

EGET KAPITAL OCH SKULDER
Eget kapital

Bundet eget kapital
Insatser
Upplatelseavgifter
Uppskrivningsfond
Fond for yttre underhall

Fritt eget kapital
Balanserat resultat
Arets resultat

Summa eget kapital

Langfristiga skulder
Skulder till kreditinstitut

Kortfristiga skulder

Kortfristiga skulder till kreditinstitut
Leverantoérsskulder

Aktuell skatteskuld

Ovriga skulder

Upplupna kostnader och
férutbetalda intakter

Summa kortfristiga skulder

SUMMA EGET KAPITAL OCH SKULDER

10

10

11

2025-12-31

6017018
5 088 429
12 244 860
2712579

26 062 886

-18 800 951
-41 759

2024-12-31

6017 018
5088 429
12 355 174
2 295 487

-18 842 710

7220 176

25756 108

-18 272 675
-221 498

9933 038
121 657

7 889

128 288

101 903

-18 494 173

7 261 935

10292 775

17 512 951

9 999 126
145 800
24 827
133 436

133 829

10 437 018

17 698 953
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Kassaflodesanalys

Den I6pande verksamheten

Rorelseresultat

Justeringar for poster som inte ingar i kassaflédet
Avskrivningar

Erhallen ranta

Erlagd ranta

Betald inkomstskatt

Kassaflode fran den I6pande verksamheten fore
forandringar av rorelsekapital

Kassafléde fran féréndringar i rérelsekapital
Okning av rérelsefordringar

Minskning av rorelsefordringar

Minskning av rérelseskulder

Kassaflode fran den I6pande verksamheten

Investeringsverksamheten
Forvarv av materiella anlaggningstillgangar
Forsaljning av inventarier

Finansieringsverksamheten

Upplatelse bostadsratter

Upptagna lan

Amortering av skuld

Kassaflode fran finansieringsverksamheten

Arets kassaflode
Likvida medel vid arets borjan
Likvida medel vid arets slut

255 080

284 854

2024

56 747

279 357

539 934
21490
-318 329
0

336 104
26

-278 271
0

243 095

0

615

-78 155
165 555

-109 932
0

-109 932

0
0
-66 088

57 859

-458

-45 845
11 556

o

-66 088

-10 465
627 025
616 560

0
0
-91 088

-91 088

-79 532
706 557
627 025
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Not 1

Not 2

TILLAGGSUPPLYSNINGAR

Redovisnings- och varderingsprinciper

Arsredovisningen ar upprattad i enlighet med arsredovisningslagen och BFNAR 2016:10

Arsredovisning i mindre foretag (K2).

Vérderingsprinciper m.m

Tillgangar, avsattningar och skulder har varderats till anskaffningsvarden om inget annat

anges nedan.

Fordringar

Fordringar har upptagits till de belopp varmed de beraknas inflyta.

Styrelse

Foreningen har inte haft nagra anstallda, dock har styrelsearvode utgatt.
Lagre sociala avgifter 2020 beror pa statlig nedsattning pga Covid-19.

Avskrivningar

Foreningen tillampar foljande avskrivningstider:
Byggnad och uppskrivning av byggnad
Ombyggnader

Inventarier

UPPLYSNINGAR TILL ENSKILDA POSTER
Hyror och avgifter

Arsavgifter

Tillfalliga avgiftsnedsattningar
Hyresintakter lokaler
Forrad/festlokal

Ovriga intéakter

Pant- och dverlatelseavgifter
Andrahandsuthyrning administration
Atervunnen moms 2018-2023
Ovriga intakter

10

120 ar

50 ar

10 ar
2025 2024
1 039 656 1 039 656
0 0
908 665 914 688
2 400 4 158
1950 721 1 958 502
2025 2024
8 135 13 874
0 5730
418 601 0
1670 1378
428 406 20 982
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Not 3

Not 4

Not 5

Not 6

Driftskostnader

Vatten

Varme

El

Sopor

Snordjning

Kabel-TV
Fastighetsforsakring
Fastighetsforvaltning
Stadning

Ovriga avtal

Reparationer och underhall

Lokal
Fastighet
Tvattstuga
Gard/utemiljo

Ovriga forvaltnings- och féreningskostnader

Fastighetsskatt
Datakommunikation
Revisionsarvode
Befarad kundfdrlus
Administrativa kostnader
Konsultarvode

Pant- och dverlatelseavgifter
Bankkostnader
Tillsynsavgift

Ovriga kostnader
Foreningsavgifter

Styrelsekostnader

Arvoden till styrelsen
Arbetsgivaravgifter

11

2025 2024
105 449 101 284
388 402 390 159

46 883 47 596
105 596 102 957
5122 19 057

8 345 8274
54 859 51629
125 268 124 138
42 165 39 736
31713 20 921
913 802 905 751
2025 2024

0 9393

374 500 261676
3204 6 927

8 545 10 390
386 249 288 386

2025 2024

142 848 135 370
66 226 64 757
14 850 18 700

113 846 0
21074 19 086

0 11 875

7 053 17 758
4 915 4 045
0 18 330

3 311 3204
10 470 5510

384 593 298 635

2025 2024
117 600 114 600

36 949 36 007
154 549 150 607
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Not 7

Not 8

Not 9

Not 10

Byggnad och mark

Ingadende anskaffningsvarde
Ombyggnad
Utgaende ackumulerade anskaffningsvarden

Ingédende avskrivningar

Arets avskrivningar

Utgaende ackumulerade avskrivningar
Utgaende planerat restvard
Redovisat varde byggnader

Redovisat varde mark

Taxeringsvérde
Taxeringsvarde for féreningen fastighet
varav byggnad

Inventarier

Ingédende anskaffningsvarde
Utgaende ackumulerade anskaffningsvarden

Ingéende avskrivningar
Arets avskrivning
Utgaende ackumulerade avskrivningar

Utgaende planerat restviarde

Forutbetalda kostnader och upplupna intékter

Fastighetsforsakring
Bredband/ Kabel-Tv
Medlemsavgifter
Ovriga kostnader

Langfristiga skulder
Rantesats
Stadshypotek 3,090
Stadshypotek 3,040
Stadshypotek 2,840
Stadshypotek 2,840

Avgar Kortfristig del

12
2025 2024
24 667 000 24 667 000
109 932 0
24 776 932 24 667 000
-7 713 857 -7 449 761
-269 593 -264 096
-7 983 450 -7 713 857
16 793 482 16 953 143
15193 482 15 353 143
1600 000 1 600 000
16 793 482 16 953 143
92 906 000 96 506 000
40 600 000 39 200 000
2025 2024
460 995 460 995
460 995 460 995
-381 109 -365 848
-15 261 -15 261
-396 370 -381 109
64 625 79 886
2025-12-31 2024-12-31
18 582 17 696
10 973 10 804
0 5510
0 3 567
29 555 37 577
2025-12-31 2024-12-31
Villkorsandring
2026-01-30 1870 000 1 870 000
2026-01-30 2 300 000 2 300 000
2026-03-03 2759 244 2825 332
2026-03-03 3 003 794 3 003 794
9933 038 9999 126
-9 933 038 -9 999 126
0 0







Not 11

Not 12
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Upplupna kostnader och 2025-12-31 2024-12-31
forutbetalda intakter
Foérutbetalda avgifter och hyror 0 29 554
Rantekostnader 1633 2727
Vatten 16 901 16 444
Fjarrvarme 50 566 51 631
El 0 5898
Sopor 12 498 11 040
Fastighetsforvaltning 5 305 1535
Revisionsarvode 15 000 15 000
101 903 133 829
Stéllda sakerheter 2025-12-31 2024-12-31
Panter och darmed jamforliga sdkerheter
som har stéllts for egna skulder och for
forpliktelser som redovisats som avsattningar
Fastighetsinteckningar 10 746 000 10 746 000
10 746 000 10 746 000
Vasentliga hdndelser efter rikenskapsarets slut

Not 13

Kortfristiga skulder till kreditinstitut avser fastighetslan som forfaller under 2026. Styrelsen har

under varen 2026 bundit tre av féreningens lan enligt féljande:

Rantesats Loptid Villkorsandring Belopp 2025-12-31
Stadshypotek 2,66 1ar 2027-01-30 2 300 000
Stadshypotek 2,78 2ar 2028-01-30 1 870 000
Stadshypotek 3,48 3ar 2029-03-30 3003 794
Stockholm 2026- -
Karl Larsson Martin Westerberg
ordférande
Clara Rohlin Tsaros Miguel Garcia-Bermejo

Min revisionsberattelse har avgivits 2026 - -

Anders Von Scheele
Revisor
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    "personNr" : "9001022111",
    "orgName" : "Bostadsrättsföreningen Bonden Större 31",
    "personSurname" : "Larsson",
    "orgNr" : "7164195054",
    "personGivenName" : "Karl Uno Arne",
    "email" : "karl.ua.larsson@gmail.com"
  }, {
    "personName" : "Miguel A Garcia-Bermejo San Martin",
    "personNr" : "7708300053",
    "orgName" : "Bostadsrättsföreningen Bonden Större 31",
    "personSurname" : "Garcia-Bermejo San Martin",
    "orgNr" : "7164195054",
    "personGivenName" : "Miguel A",
    "email" : "miguel.garciabermejo@gmail.com"
  } ],
  "time" : "2026-04-27T09:06:48.000+0200",
  "type" : "api",
  "user" : {
    "personName" : "API API_KEY",
    "orgName" : "Sveriges Mäklar- och Organisationstjänst AB",
    "ipAddress" : "188.126.93.49",
    "orgNr" : "5590421631"
  },
  "eventId" : 12,
  "eventClass" : "agreement_created",
  "id" : "a8495ae0-4207-11f1-992d-3bc1ab09580c"
}, {
  "id" : "a8f37d90-4207-11f1-992d-3bc1ab09580c",
  "time" : "2026-04-27T09:06:49.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "martinwesterberg1988@gmail.com"
  }, {
    "email" : "clara.tsaros@gmail.com"
  }, {
    "email" : "karl.ua.larsson@gmail.com"
  }, {
    "email" : "miguel.garciabermejo@gmail.com"
  } ]
}, {
  "id" : "0628cf40-420a-11f1-a431-3d2e54d256db",
  "time" : "2026-04-27T09:23:44.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.254.36.26"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Karl Uno Arne Larsson",
    "personNr" : "9001022111",
    "orgName" : "Bostadsrättsföreningen Bonden Större 31",
    "personSurname" : "Larsson",
    "orgNr" : "7164195054",
    "personGivenName" : "Karl Uno Arne",
    "email" : "karl.ua.larsson@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Karl Uno Arne Larsson",
    "orgName" : "Bostadsrättsföreningen Bonden Större 31",
    "personSurname" : "Larsson",
    "orgNr" : "7164195054",
    "personGivenName" : "Karl Uno Arne",
    "email" : "karl.ua.larsson@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "199001022111",
    "personSurname" : "LARSSON",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIkJvbmRlbiBTdG9ycmUgLSBBUiAyMDI1IHVuZGVydCIgCklEOiBhNzdmNTQyMC00MjA3LTExZjEtOTVmMS0yOWM0ZmY3ZmU5OTEKRGF0dW06IDIwMjYtMDQtMjcKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "11392560-420a-11f1-9643-eb03cee29ea4",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiQm9uZGVuIFN0b3JyZSAtIEFSIDIwMjUgdW5kZXJ0XzIwMjYwNDI3MDcwNjAyLnBkZiIKY2QyMiA0NGNiIDczOGYgZTVlOCBmYzczIDg0ODUgNzJmZiBlMGQxIGFlZDMgNGUxMyA4MmM4IDE3MDQgYmQyNCBkODVjIDY5OTYgYmQ1YgotLS0tLS0tLS0t",
    "personGivenName" : "KARL UNO ARNE",
    "startDate" : "2026-04-27T07:24:03.386+0000",
    "transactionId" : "200e9e3bd994e27d59a6dcfdf9a3a6e3"
  },
  "time" : "2026-04-27T09:24:21.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.254.36.26"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "1c4583e0-420a-11f1-9643-eb03cee29ea4"
}, {
  "id" : "1c8e73c0-420a-11f1-9643-eb03cee29ea4",
  "time" : "2026-04-27T09:24:22.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "martinwesterberg1988@gmail.com"
  }, {
    "email" : "clara.tsaros@gmail.com"
  }, {
    "email" : "miguel.garciabermejo@gmail.com"
  } ]
}, {
  "id" : "a00b1e40-420c-11f1-8d6d-834018e43341",
  "time" : "2026-04-27T09:42:21.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "172.226.49.42"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Clara Marie Rohlin Tsaros",
    "personNr" : "8208207582",
    "orgName" : "Bostadsrättsföreningen Bonden Större 31",
    "personSurname" : "Rohlin Tsaros",
    "orgNr" : "7164195054",
    "personGivenName" : "Clara Marie",
    "email" : "clara.tsaros@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Clara Marie Rohlin Tsaros",
    "orgName" : "Bostadsrättsföreningen Bonden Större 31",
    "personSurname" : "Rohlin Tsaros",
    "orgNr" : "7164195054",
    "personGivenName" : "Clara Marie",
    "email" : "clara.tsaros@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "198208207582",
    "personSurname" : "ROHLIN TSAROS",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIkJvbmRlbiBTdG9ycmUgLSBBUiAyMDI1IHVuZGVydCIgCklEOiBhNzdmNTQyMC00MjA3LTExZjEtOTVmMS0yOWM0ZmY3ZmU5OTEKRGF0dW06IDIwMjYtMDQtMjcKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "a2566dd0-420c-11f1-9e71-af42fb93def8",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiQm9uZGVuIFN0b3JyZSAtIEFSIDIwMjUgdW5kZXJ0XzIwMjYwNDI3MDcwNjAyLnBkZiIKY2QyMiA0NGNiIDczOGYgZTVlOCBmYzczIDg0ODUgNzJmZiBlMGQxIGFlZDMgNGUxMyA4MmM4IDE3MDQgYmQyNCBkODVjIDY5OTYgYmQ1YgotLS0tLS0tLS0t",
    "personGivenName" : "CLARA",
    "startDate" : "2026-04-27T07:42:25.829+0000",
    "transactionId" : "ca1330ac944ccac2e1fd6ed9a837334e"
  },
  "time" : "2026-04-27T09:42:36.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "172.226.49.42"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "a89517a0-420c-11f1-a431-3d2e54d256db"
}, {
  "id" : "a92a52c0-420c-11f1-a431-3d2e54d256db",
  "time" : "2026-04-27T09:42:37.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "martinwesterberg1988@gmail.com"
  }, {
    "email" : "karl.ua.larsson@gmail.com"
  }, {
    "email" : "miguel.garciabermejo@gmail.com"
  } ]
}, {
  "id" : "47728cc0-4237-11f1-8d6d-834018e43341",
  "time" : "2026-04-27T14:47:41.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "82.183.31.47"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Martin Andreas Westerberg",
    "personNr" : "8805105072",
    "orgName" : "Bostadsrättsföreningen Bonden Större 31",
    "personSurname" : "Westerberg",
    "orgNr" : "7164195054",
    "personGivenName" : "Martin Andreas",
    "email" : "martinwesterberg1988@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Martin Andreas Westerberg",
    "orgName" : "Bostadsrättsföreningen Bonden Större 31",
    "personSurname" : "Westerberg",
    "orgNr" : "7164195054",
    "personGivenName" : "Martin Andreas",
    "email" : "martinwesterberg1988@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "198805105072",
    "personSurname" : "Westerberg",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIkJvbmRlbiBTdG9ycmUgLSBBUiAyMDI1IHVuZGVydCIgCklEOiBhNzdmNTQyMC00MjA3LTExZjEtOTVmMS0yOWM0ZmY3ZmU5OTEKRGF0dW06IDIwMjYtMDQtMjcKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "fdc4be80-4237-11f1-8d6d-834018e43341",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiQm9uZGVuIFN0b3JyZSAtIEFSIDIwMjUgdW5kZXJ0XzIwMjYwNDI3MDcwNjAyLnBkZiIKY2QyMiA0NGNiIDczOGYgZTVlOCBmYzczIDg0ODUgNzJmZiBlMGQxIGFlZDMgNGUxMyA4MmM4IDE3MDQgYmQyNCBkODVjIDY5OTYgYmQ1YgotLS0tLS0tLS0t",
    "personGivenName" : "Martin Andreas",
    "startDate" : "2026-04-27T12:52:47.566+0000",
    "transactionId" : "6ef966dfb58cec10843dc4f42aeb6448"
  },
  "time" : "2026-04-27T14:54:14.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "82.183.31.47"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "31a932d0-4238-11f1-a5fd-a9a95fa78f34"
}, {
  "id" : "325b44c0-4238-11f1-a5fd-a9a95fa78f34",
  "time" : "2026-04-27T14:54:15.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "clara.tsaros@gmail.com"
  }, {
    "email" : "karl.ua.larsson@gmail.com"
  }, {
    "email" : "miguel.garciabermejo@gmail.com"
  } ]
}, {
  "id" : "315dd520-423c-11f1-8ae4-dd95a0359863",
  "time" : "2026-04-27T15:22:51.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "163.227.30.49"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Miguel A Garcia-Bermejo San Martin",
    "personNr" : "7708300053",
    "orgName" : "Bostadsrättsföreningen Bonden Större 31",
    "personSurname" : "Garcia-Bermejo San Martin",
    "orgNr" : "7164195054",
    "personGivenName" : "Miguel A",
    "email" : "miguel.garciabermejo@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Miguel A Garcia-Bermejo San Martin",
    "orgName" : "Bostadsrättsföreningen Bonden Större 31",
    "personSurname" : "Garcia-Bermejo San Martin",
    "orgNr" : "7164195054",
    "personGivenName" : "Miguel A",
    "email" : "miguel.garciabermejo@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "197708300053",
    "personSurname" : "GARCIA-BERMEJO SAN MARTIN",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIkJvbmRlbiBTdG9ycmUgLSBBUiAyMDI1IHVuZGVydCIgCklEOiBhNzdmNTQyMC00MjA3LTExZjEtOTVmMS0yOWM0ZmY3ZmU5OTEKRGF0dW06IDIwMjYtMDQtMjcKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "3f63eba0-423c-11f1-a431-3d2e54d256db",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiQm9uZGVuIFN0b3JyZSAtIEFSIDIwMjUgdW5kZXJ0XzIwMjYwNDI3MDcwNjAyLnBkZiIKY2QyMiA0NGNiIDczOGYgZTVlOCBmYzczIDg0ODUgNzJmZiBlMGQxIGFlZDMgNGUxMyA4MmM4IDE3MDQgYmQyNCBkODVjIDY5OTYgYmQ1YgotLS0tLS0tLS0t",
    "personGivenName" : "MIGUEL",
    "startDate" : "2026-04-27T13:23:15.841+0000",
    "transactionId" : "98e7f8928c89816f69d86df21fcb2bed"
  },
  "time" : "2026-04-27T15:23:33.000+0200",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "163.227.30.49"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "4a36eaa0-423c-11f1-a5fd-a9a95fa78f34"
} ]
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Purpose

This document gives an introduction to the collection of reference documentation added to
each agreement signed using the eAvtal service. In case of agreement disputes, this
documents and its referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term

Agreement File

Agreement Creator

Description

Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.
CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

Contracting Party
eAvtal

Svensk e-identitet

metadata such as audit log, documentation,
verification, Etc.

User who is to sign an agreement.
The agreement signing service.

The company providing the agreement signing
service. Svensk e-identitet AB, https://e-identitet.se

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing

JSON JavaScript Object Notation

NTP Network Time Protocol

OCSP Online Certificate Status Protocol




https://e-identitet.se





Term
PKCS
PKI
PDF

Signee

TBS

Verification

XML

Agreement Basics

Description

Public Key Cryptography Standards

Public Key Infrastructure

Portable Document Format from Adobe Systems

When a contracting party has signed an
agreement, the party becomes a signee.

To Be Signed. A textual representation of an
agreement.

Page(s) appended to the end of the visible part of
the agreement, summarizing agreement
information, including a timeline.

Extensible Markup Language

An agreement has a number of artifacts that together form an agreement:

E eAvtal

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.

* Agreement ID automatically generated by the eAvtal service.







* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the eAvtal service, keeping records of all major events that have taken place in

the process of concluding the agreement.

» Reference documentation on how eAvtal manages agreement creation, signing and conclusion.

This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

» Agreement File hash algorithm: SHA-256

* Agreement File hash encoding: Hex string

* Reference documents:

o Overview
o Container Format
o Signing

o Validation

Workflow

The eAvtal workflow contains a number of stages.

1.

2
3
4.
5

Create agreement - Start

. Add agreement files - Upload attachments

. Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

. Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the eAvtal service, a visual representation will be shown to the contracting parties.







Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

The eAvtal service currently supports PDF as container-format which is described more in detail in
Container Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the eAvtal agreement
function and links to the other documents.







Document name Description

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how eAvtal handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8

Nets eID Broker Technical reference for service providers, v1.2.3
Swisscom AIS All-in Signing Service Reference Guide, v2.15
Swisscom SRS Integration Guide Smart Registration Service, v1.8

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630




https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the eAvtal application. The document describes the content, structure
and semantics of the agreement container, required to understand in order to evaluate agreements or
settle possible disputes.

Overview

An agreement in the eAvtal sense is not just a single document. Instead, an agreement is a collection of
different information artifacts concerning an agreement made between one or more contracting
parties. Artifacts can be the text on which agreement parties are to agree, individual parties'
acceptance statements, or records of the events associated with the conclusion of the agreement. In
order to store this information in a secure and self-contained manner, a Container is needed. The
container is simply a file storing all the information needed in a structured and well-defined way.

Generic Container Structure

The container includes the following artifact types:

» Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the eAvtal application, that together constitute the
agreement.

* Audit Log - A log, created by the eAvtal service, with recordings of all major events that have taken
place in the process of concluding the agreement.

* Reference Documentation - Documentation how eAvtal manages agreement creation, signing and
closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by eAvtal is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.
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Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view eAvtal PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10 29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments







How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:







* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

mobile +4670123456789 The user’s mobile phone
number.
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Parameter name

personNr

personName

personGivenName
personSurname

orgNr

orgName

AgreementFileInfo

Parameter value example(s)

19550505-1234 (Sweden),
220750-999Y (Finland)

John Smith

John
Smith

551234-1234

Acme AB

Description

The user’s personal identity
number.

The first and last name of the
user.

The first name of the user.
The last name of the user.

The organization number of the
organization on behalf of which
the user is operating.

The organization name of the
organization on behalf of which
the user is operating.

The AgreementFileInfo structure holds information about an agreement file, e.g. a PDF uploaded by the

user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name

fileld

fileName

fileMimetype

fileSize

fileHash

How to Validate

Parameter value example(s)

6572354654, 75928ba0-2369-
11e8-b467-0ed5f89f718b

MyEmployeeAgreement.pdf

application/pdf
42253

3d7c514b...66b786a4

See Validation how to validate the entire audit log.

Agreement Created

Description

The system generated ID of the
agreement file (can either be a
numeric long value or Time
based UUID).

The user defined name of the
agreement file.

The agreement file mime type.

The size, in bytes, of the
agreement file.

The hash of the agreement file,
encoded as a hex string.

This event is logged when the agreement is created. This is always the first log entry for each
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agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created

 Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

> 12: Agreement created using the APIL.

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.18

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserlInfo

Type How to validate UserInfo

10 orghr and orgName must not be set

1 personNr, orgNr and orgName must be set
12 orgNr and orgName must be set
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Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.16
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

» EventClass: agreement_viewed
e Eventld:

o 20: When a user views an agreement using the web application.







> 27: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.

Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed
This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:
> 30: When a user signs the agreement, not being the last signee.
> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name Parameter value example Description
signeelnfo See UserInfo Information about the signee.
signMetadata See SignMetadata Signing metadata produced in

the signing process.

Table 8. SignMetadata

Parameter name Parameter value example Description

signatureMethod bankid The ID of the signing method
used.

signature PD94bWwgdm...duYXR1lcmU+  The signature, base64 encoded.

The underlying format depends
on the signature method used.

ocspResponse MIIEXgoBAK...jks3yrAUVE The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.







Parameter name Parameter value example Description

message MzJhMDYXN2FhYjRjOWZINzI1Zj The text shown to the signee
FINWJJNDQxM,;... before approving the signature
request. Text is NOT signed, just
kept for audit purposes.

tbs SSBzaWduOiAiQ29udHJhY3QiIA The text being signed by the
PJRDogNjdKkN2... signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.

tbsHidden LSOtLSOtLSOtLQpDb250ZW500g Hidden additional text also
oKImJsdWUucG... being signed, base64 encoded.
This parameter is only included
for some signing methods.

How to Validate

Check that time of entry is after Agreement Created.

EventType Validation

Table 9. EventType effect on validation

Type How to act
30 Verify as described below.
31 Verify as describe below, and once done, check

that there are no more Agreement Signed entries
in the audit log.

TBS Validation

In case of an advanced or qualified signature methods, the TBS (including the hidden TBS where
applicable) will be stored as a part of SignMetadata.

For simple electronic signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the
corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.







Output type How to validate

Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

TBS or hash of TBS If TBS validation applies, check that TBS and/or

tbsHidden matches the SignMetadata.

Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

Agreement Rejected
This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

* EventClass: agreement_rejected
* Eventld:
o 40: Agreement rejected by user.
o 41: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
e Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information
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Parameter name Parameter value example Description

agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000  Time when agreement was

scheduled to expire as yyyy-Mm-
dd'T'HH:mm:ss.SSSZ.

agreementExpireOn 2016-03-31T10:03:28.010+0000  Time when agreement is

scheduled to expire as yyyy-Mm-
dd'T'HH:mm: ss.SSSZ.

How to Validate

Check that time of entry is after Agreement Created.

Message Sent

A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent

* Eventld:

[

o

50:
51:

52

53:
54:
55:

56

57:
58:
60:

Message sent due to event IDs: 10-12

Message sent due to event ID: 30.

: Message sent due to event ID: 31.

Message sent due to event ID: 40.
Message sent due to event ID: 41.

Message sent when agreement is shared.

: Message sent when agreement sharing is cancelled.

Message sent when agreement validity is about to expire.
Message sent as a reminder of agreement creation.

Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information

Parameter name Parameter value example Description

sentTo

List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.
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Format

The audit log is included in the container as a JSON-formatted file.

Audit log example

[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.16",

"agreementlocale": "sv_SE",
"agreementFiles" : [ {
"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f2533a2a8bf73d052¢c004e27bf64671a0",
"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"
oA
"fileSize" : "180269",
"fileId" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec46",
"fileMimetype" : "image/png",
"fileName" : "figl.png"
1L
"signees" : [ {
"personNr" : "191111112222",

"personName" : "Alice A"

oA
"personNr" : "193333334444",
"personName" : "Bob B"

1L

"id" : 778333,

"time" : "2016-04-26T716:39:30.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"event(Class" : "agreement_created",

"eventId" : 10

oA
"id" : 778334,

"time" : "2016-04-26T716:39:31.000+0000",
"eventId" : 50,

"event(Class" : "message_sent",
"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",

12







"ipAddress" : "1.2.3.4"

H

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

Frp
"personName" : "Alice A",
"mobile" : "+4670123456789"

} ]

oA

"signingMethod" : "bankid",

"signeelnfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {

"ocspResponse” : "MII...z5Q==",

"startDate" : "2016-04-26716:39:32.000+0000",
"signatureMethod" : "bankid",

"signature" : "PD9...cmU+"

I

"id" : 778335,

"time" : "2016-04-26T16:39:43.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"event(Class" : "agreement_signed",

"eventId" : 30

} ]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the eAvtal agreement
function and links to the other documents.
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Document name Description

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how eAvtal handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8

Nets eID Broker Technical reference for service providers, v1.2.3
Swisscom AIS All-in Signing Service Reference Guide, v2.15
Swisscom SRS Integration Guide Smart Registration Service, v1.8
Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for
more details.

* Agreement ID
* Agreement name
* Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the
user, which include agreement text and other data. See AgreementFileInfo for more details.

14
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Each agreement file is listed with the following properties:

* Agreement file ID

* Agreement file name

* Agreement file mime type
* Agreement file size

* Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

* Signee person number ID
* Signee name

» Signee sign date

Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

* Date of Change : 2017-02-28
* Logs

o Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

- Layout is also changed to display the additional information vertically.
- Agreement File section of Verification page to include last modified date & time.

- ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

* Date of Change : 2017-03-15

* Logs

15







o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title

Agreement Version : 1.3

* Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

» Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced

Agreement Version : 1.5

* Date of Change : 2018-05-31
* Logs

o Norwegian BanKID is introduced

Agreement Version : 1.6
» Date of Change : 2018-07-31
* Logs
> More information about signature added on attest page
Agreement Version : 1.7

* Date of Change : 2019-01-16
* Logs
o Draw signature image added on attest page
Agreement Version : 1.8
* Date of Change : 2019-02-01

* Logs
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o Message Sent for viewed event added in auditlog.json

Agreement Version : 1.9

» Date of Change : 2019-04-04
* Logs

- Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

» Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.

Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

* Date of Change : 2020-04-20
* Logs

- Localized signing method display text on attest page & in auditlog.json

Agreement Version : 1.13

» Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Agreement Version : 1.14

» Date of Change : 2021-08-03
* Logs

o TBS explanation is extended
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Agreement Version : 1.15

* Date of Change : 2021-11-07
* Logs
o Norwegian BankID signing documentation is updated

> Norwegian BankID signing by the means of authentication is introduced

Agreement Version : 1.16

» Date of Change : 2022-04-30
* Logs

o Danish signing using MitID is introduced

Agreement Version : 1.17

* Date of Change : 2022-07-15
* Logs
o Watermark logo removed

o Verification page logo changed

Agreement Version : 1.18

* Date of Change : 2023-10-02
* Logs

o Qualified electronic signing using Swisscom Mobile ID is introduced

Agreement Version : 1.19

* Date of Change : 2024-04-17
* Logs
o Watermark logo added

o Verification page logo changed

Agreement Version : 1.20

* Date of Change : 2025-09-30

* Logs
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o Signing documentation updated with norbankid-high and norbankid-substantial.

Agreement Version : 1.21

* Date of Change : 2025-11-26
* Logs

- Documentation updated to reflect that legal entity has changed to Svensk e-identitet AB.

Agreement Version : 1.22

» Date of Change : 2026-02-02
* Logs

> Documentation updated to rebrand product name to eAvtal.

Reference Documentation

Document name

Overview

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Gives an overview of the eAvtal agreement
function and links to the other documents.

Describes the details of how agreement

information is stored within the container PDF.

Describes how eAvtal handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

All-in Signing Service Reference Guide, v2.15

Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630
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Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the eAvtal service.

Overview

This document describes how eAvtal handles the signature process, from how to make all agreement
files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

The eAvtal service runs on a virtualized hardware platform. It is hosted in a data center with high
availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates that a person consents to the contents of
an electronic message. In the EU the eIDAS legislation regulate and defines three levels of such
signatures:

» Simple Electronic Signatures

» Advanced Electronic Signatures

* Qualified Electronic Signatures

These signatures are created using an electronic identity that has a certain security Level of Assurance







(LOA) also defined by eIDAS. The LOA describes the degree of confidence the identity was issued,
taking into account the enrollment process as well as protection of the authentication needed to use
the identity.

* Low - For example self-registration.
» Substantial - Providing and verifying identity information in a structured way.

* High - For example a requirement to have a physical meeting before issuing an identity.

Simple Electronic Signature (SES)

* Basic electronic signature with low assurance.
» Typically equivalent to a handwritten signature.

* Minimal identity verification required.

Is defined as "data in electronic form which is attached to or logically associated with other data in
electronic form and which is used by the signatory to sign".

Supported methods

* Draw Signature - A handwritten signature drawn on a digital canvas.

API Signature - A signature created by consuming the web service exposed by Svensk e-identitet
AB.

MitID low - Danish MitID on LOA level low

* Click Signature - A signature created by personalized link.

Advanced Electronic Signature (AES)

* is uniquely tied to the signatory,
* uniquely linked to and capable of identifying the signatory

* created in a way that allows the signatory to retain control

linked to the document in a way that any subsequent change of the data is detectable.

Electronic signatures are usually based on PKI, such as the Swedish BankID and Norwegian BankID.

Supported methods

* Swedish BankID
* Norwegian BankID
 Finnish strong identification

e Danish MitID - MitID on LOA level substantial







» SMS Signature - A signature created by responding to an SMS with context specific content.

* Email Signature with OneTimePassword - A signature created by One Time Password (OTP) based
email service.

Qualified Electronic Signature (QES)

A qualified electronic signature is an advanced electronic signature which is additionally:

» Highest Level of Assurance and trust.
* created by a qualified signature creation device (QSCD)
* Requires a qualified digital certificate from a qualified trust service provider.

* Legal equivalence to a handwritten signature in many jurisdictions.

Supported methods

Electronic signatures based on PKI where the signature is the highest level of electronic signature
under eIDAS, providing the utmost trust, legal equivalence to handwritten signatures.

¢ Swisscom Mobile ID

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
* RIPEMD
* Whirlpool







Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric
encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).

Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

« Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
 Signature text (TBS)

* Hash algorithms used

 Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES







Signing
To sign an agreement a number of actions need to be executed:

* Create text representation of agreement

* Create digital signature

Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non-advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:

* Visible TBS
* Hidden TBS - Swedish BankID only

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different
between signing clients and also have different localizations it will be saved together with the digital
signature. In cases where hidden TBS is not supported, the visible TBS will contain information that
otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,
the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated
as if the ordered agreement files were a single file.

Example

I sign: "Employment ACME Inc"
eAvtal ID: 2394857302
Date: 26/04/2016







Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS. This is currently only supported for Swedish BankID.

Example

Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8c@7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1112 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 9012

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non-advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature and authentication)
* Finnish strong identification

* Danish MitID

» Swisscom Mobile ID (qualified electronic signature)

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword







* Click Signature

These are described in detail below.

Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.

It is a PKI based solution with support for file based tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.

Signature format

The BankID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

» personGivenName - Given name in capital letters.

« startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed, base64 encoded.

* thsHidden - Hidden data being signed, base64 encoded.
How to validate
Validate the signature according to BankID Signature profile.

Output from validation to provide to Signee Validation in Container Format is:

» User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

* Hashed TBS.
* TBS Hash algorithm.







Norwegian BankID - advanced electronic signature

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,
supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the TBS.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

* personDateOfBirth - Date of birth for the person.

« startDate - Date when signing was started.

» signatureMethod - Will be norbankid-high, norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be signature.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* ths - Data being signed in the detached PKCS#7 signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

 Hashed TBS

* Hash algorithm







Norwegian BankID - authentication

Authentication based signing is also provided by the means of Norwegian BankID.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

signatureMethod - Will be norbankid-substantial, norbankid-netcentric or norbankid-mobile.

signatureAction - Will be authentication.

transactionld - Transaction ID from backend system.

How to validate

As an authentication alone does not digitally sign the agreement content, the person details such as
given name, surname and date of birth must be compared with the requested signee.

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkilotunnus

urn:oid:2.16.840.1.113730.3.1.241 Full name

urn:oid:2.5.4.4 Surname

urn:oid:1.2.246.575.1.14 Given name







More information can be found in Telia Tunnistus.

Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - Finnish personal identity code.

* personSurname - Surname

* personGivenName - Given name

* startDate - Date when signing was started.

* signatureMethod - Will be eid-fi.

* transactionld - Transaction ID from backend system.

* signature - Signed JWT (from Telia).

publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Danish MitID

Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.

Signature format

The signature flow for Danish MitID is performed as a text followed by end-user authentication, so
there is no signature produced. Thus a signature format does not exist.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Danish personal identity number.

* personName - Full name.

 personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

 signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.

o The method mitid-<LOA> specifies what Level of Assurance (LOA) that was requested when
initiating the signature.

10







signatureAction - Will be authentication.
* transactionld - Transaction ID from backend system.

* tbs - Data that was shown to user before authenticating, base64 encoded.

More information can be found in Danish MitID.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the
entries in the audit log.

Swisscom Mobile ID

Swisscom Mobile ID is a qualified electronic signature method provided by Swisscom Trust Services.

It is a PKI based solution that uses a smartphone application to authenticate signees. After successful
authentication a short lived certificate is issued that is used to produce a Qualified Electronic
Signature.

Signature format

Swisscom Trust Services produces a detached CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the tbsHidden and message is the message shown to
the user in the Mobile ID client.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no used to trigger the signee’s authentication of the signature.

* personName - Full name.

* personSurname - Surname.

* personGivenName - Given name.

* personSerialNumber - Swisscom evidenceld.

* startDate - Date when signing was started.

* signatureMethod - Will be swisscom-ges.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* message - Message shown in the Mobile ID client when user approves the signature, base64

11







encoded.

* tbsHidden - Data signed in the detached CMS signature, base64 encoded.

More information can be found in Swisscom AIS and Swisscom SRS.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

» User Attributes of the signer certificate in the element SignedData certificates in the CMS signature.
* Hashed TBS
* Hash algorithm

Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as an SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.

 signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
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same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.

API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Svensk e-identitet AB. Using API Signature, the end user signs the agreement by making a request to
the web service. Using this method, user can also send the timestamp of actual time when the sign
event took place. This signing method is not classified as an advanced electronic signature in that it
does not tie the user to the contents signed and does not identify this signatory. Yet, this method can be
suitable in use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.
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* timestamp - Date when signing was started.
* agreementName - Name of the agreeement.

* signatureMethod - Will be sms-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + mobile + timestamp)
* random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.

* timestamp - Date when signing was started.

* agreementName - Name of the agreeement.

* signatureMethod - Will be email-signature.

14







¢ OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + email + timestamp)
» random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

> otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
to keep the link secret.

Reference documentation
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using the eAvtal service
is self-contained, tamper-proof and legally binding, validating the agreement can be enough to settle
legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each







entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or

if there are errors in the tools or in the documentation?
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2026-04-27 09:24 Signerat | Karl Uno Arne Larsson, Bostadsréttsforeningen Bonden Storre 31
Genomfort med: BankID av KARL UNO ARNE LARSSON. IP: 94.254.36.26

2026-04-27 09:42 Signerat | Clara Marie Rohlin Tsaros, Bostadsrattsféreningen Bonden Storre 31
Genomfort med: BankID av CLARA ROHLIN TSAROS. IP: 172.226.49.42

2026-04-27 14:54 Signerat | Martin Andreas Westerberg, Bostadsrattsféreningen Bonden Storre 31
Genomfort med: BankID av Martin Andreas Westerberg. IP: 82.183.31.47

2026-04-27 15:23 Signerat | Miguel A Garcia-Bermejo San Martin, Bostadsréttsforeningen Bonden Storre 31

Genomfort med: BankID av MIGUEL GARCIA-BERMEJO SAN MARTIN. IP: 163.227.30.49








Verifikat utfardat av Svensk e-identitet AB

Detta verifikat bekrftar vilka parter som har signerat och innehdller relevant information for att verifiera parternas identitet samt
relevanta hdndelser i anslutning till signering. Till detta finns separata datafiler bifogade, dessa innehaller kompletterande information av
teknisk karaktér och styrker dokumentens och signaturernas dkthet och validitet (for atkomst till filerna, anvdnd en PDF-ldsare som kan

visa bifogade filer). Hash &r ett fingeravtryck som varje individuellt dokument far for att sédkerstélla dess identitet. Fér mer information,
se bifogad dokumentation.
Verifikation, version: 1.22









REVISIONSBERATTELSE

Till foreningsstamman i Bostadsrattsforeningen Bonden Storre 31, 716419-5054.

Rapport om arsredovisningen
Vi har utfért en revision av arsredovisningen for Brf Bonden Storre 31 for ar 2025.

Styrelsens ansvar fér 8rsredovisningen

Det &r styrelsen som har ansvaret fér att uppréatta en arsredovisning som ger en réttvisande
bild enligt arsredovisningslagen och fér den interna kontroll som styrelsen bedémer &r
nédvandig for att upprétta en arsredovisning som inte innehdller visentliga felaktigheter,
vare sig dessa beror pd oegentligheter eller pa fel.

Revisorns ansvar

Vart ansvar &r att uttala oss om rsredovisningen p& grundval av var revision. Detta kraver
att vi planerar och utfér revisionen fér att uppna rimlig sakerhet att rsredovisningen inte
innehaller vasentliga felaktigheter.

En revision innefattar att genom olika atgédrder inhdmta revisionsbevis om belopp och annan
information i &rsredovisningen. Revisorn véljer vilka dtgarder som ska utféras, bland annat
genom att bedéma riskerna for vasentliga felaktigheter i arsredovisningen, vare sig dessa
beror pa oegentligheter eller pa fel. Vid denna riskbedémning beaktar revisorn de delar av
den interna kontrollen som &r relevanta fér hur féreningen upprattar arsredovisningen for att
ge en rattvisande bild i syfte att utforma granskningsatgarder som &r &ndamalsenliga med
hansyn till omstandigheterna, men inte i syfte att gora ett uttalande om effektiviteten i
foreningens interna kontroll. En revision innefattar ocksa en utvérdering av
andamalsenligheten i de redovisningsprinciper som har anvénts och av rimligheten i
styrelsens uppskattningar i redovisningen, liksom en utvardering av den Overgripande
presentationen i arsredovisningen.

Vi anser att de revisionsbevis som har inhamtat &r tillrdckliga och &ndamalsenliga som grund
. o
for vara uttalanden.

Uttalanden

Enligt var uppfattning har arsredovisningen uppréttats i enlighet med arsredovisningslagen
och ger en i alla vasentliga avseenden rattvisande bild av féreningens finansiella stallning
per 2025-12-31 och av dess finansiella resultat fér aret enligt arsredovisningslagen.
Forvaltningsberéattelsen &r forenlig med arsredovisningens dvriga delar.

Vi tillstyrker darfor att foreningsstamman faststaller resultatrakningen och balansrakningen.





Rapport om andra krav enligt lagar och andra forfattningar

Utover var revision av drsredovisningen har vi dven utfért en revision av forslaget till
dispositioner betraffande féreningens vinst eller férlust samt styrelsens férvaltning fér Brf
Bonden Storre 31 for ar 2025.

Styrelsens ansvar

Det ar styrelsen som har ansvaret for forslaget till dispositioner betraffande féreningens
vinst eller forlust, och det ar styrelsen som har ansvaret for férvaltningen enligt
bostadsrattslagen.

Revisorns ansvar
Vart ansvar &r att med rimlig sékerhet uttala mig om férslaget till dispositioner betréffande
féreningens vinst eller férlust och om férvaltningen pd grundval av var revision.

Som underlag fér vart uttalande om styrelsens forslag till dispositioner betréffande
foreningens vinst eller forlust har vi granskat om foérslaget ar forenligt med
bostadsrattslagen.

Som underlag fér vart uttalande om ansvarsfrihet har vi utéver revisionen av
drsredovisningen granskat vasentliga beslut, dtgérder och férhallanden i féreningen for att
kunna bedéma om nagon styrelseledamot &r ersattningsskyldig mot féreningen. Vi har dven
granskat om ndgon styrelseledamot pa annat satt har handlat i strid med bostadsréttslagen,
arsredovisningslagen eller féreningens stadgar.

Vi anser att de revisionsbevis som inhdmtat &r tillréckliga och &ndamalsenliga som grund for
o
vara uttalanden.

Uttalanden
Vi tillstyrker att féreningsstamman disponerar resultatet enligt forslaget i
forvaltningsberattelsen och beviljar styrelsens ledaméter ansvarsfrihet for rakenskapsaret.

Den dag som framgar av min digitala underskrift

Ravisor AB

Anders von Scheele
Revisor






[ {
  "agreementId" : "fb06abc0-423e-11f1-882f-e3d2627dbfd1",
  "agreementName" : "Årsredovisning",
  "agreementVersion" : "1.22",
  "agreementFiles" : [ {
    "fileName" : "a77f5420-4207-11f1-95f1-29c4ff7fe991-signerat.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "1383194",
    "fileHash" : "2c4f368cd181556aa2dbace0d995dbe2436dc8761b8ed1f80f060504573f287e",
    "fileId" : "fb13f230-423e-11f1-bf66-0b5f66daaf55"
  }, {
    "fileName" : "Bonden Storre - RB 2025_20260427134241.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "66444",
    "fileHash" : "14fe8eb1586c18228ad056904bbf9336731f830df695b6217353043c262a3877",
    "fileId" : "fb277a30-423e-11f1-bd16-b178cdcfc496"
  } ],
  "signees" : [ {
    "personName" : "von Scheele Anders",
    "personNr" : "7504050290",
    "orgName" : "Bostadsrättsföreningen Bonden Större 31",
    "personSurname" : "Anders",
    "orgNr" : "7164195054",
    "personGivenName" : "von Scheele",
    "email" : "anders@ramshammar.se"
  } ],
  "time" : "2026-04-27T15:42:50.000+0200",
  "type" : "api",
  "user" : {
    "personName" : "API API_KEY",
    "orgName" : "Sveriges Mäklar- och Organisationstjänst AB",
    "ipAddress" : "188.126.93.49",
    "orgNr" : "5590421631"
  },
  "eventId" : 12,
  "eventClass" : "agreement_created",
  "id" : "fbd56d70-423e-11f1-a337-515c088bd2b9"
}, {
  "id" : "fc6f3c70-423e-11f1-a337-515c088bd2b9",
  "time" : "2026-04-27T15:42:51.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "anders@ramshammar.se"
  } ]
}, {
  "id" : "09d3bbc0-423f-11f1-a5fd-a9a95fa78f34",
  "time" : "2026-04-27T15:43:14.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.140.88.162"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "von Scheele Anders",
    "personNr" : "7504050290",
    "orgName" : "Bostadsrättsföreningen Bonden Större 31",
    "personSurname" : "Anders",
    "orgNr" : "7164195054",
    "personGivenName" : "von Scheele",
    "email" : "anders@ramshammar.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "von Scheele Anders",
    "orgName" : "Bostadsrättsföreningen Bonden Större 31",
    "personSurname" : "Anders",
    "orgNr" : "7164195054",
    "personGivenName" : "von Scheele",
    "email" : "anders@ramshammar.se"
  },
  "signingMetadata" : {
    "personNr" : "197504050290",
    "personSurname" : "VON SCHÉELE",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyIgCklEOiBmYjA2YWJjMC00MjNlLTExZjEtODgyZi1lM2QyNjI3ZGJmZDEKRGF0dW06IDIwMjYtMDQtMjcKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "211679d0-423f-11f1-8d6d-834018e43341",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiYTc3ZjU0MjAtNDIwNy0xMWYxLTk1ZjEtMjljNGZmN2ZlOTkxLXNpZ25lcmF0LnBkZiIKMmM0ZiAzNjhjIGQxODEgNTU2YSBhMmRiIGFjZTAgZDk5NSBkYmUyIDQzNmQgYzg3NiAxYjhlIGQxZjggMGYwNiAwNTA0IDU3M2YgMjg3ZQoKIkJvbmRlbiBTdG9ycmUgLSBSQiAyMDI1XzIwMjYwNDI3MTM0MjQxLnBkZiIKMTRmZSA4ZWIxIDU4NmMgMTgyMiA4YWQwIDU2OTAgNGJiZiA5MzM2IDczMWYgODMwZCBmNjk1IGI2MjEgNzM1MyAwNDNjIDI2MmEgMzg3NwotLS0tLS0tLS0t",
    "personGivenName" : "CARL ERIK ANDERS",
    "startDate" : "2026-04-27T13:43:53.343+0000",
    "transactionId" : "a9da6f2aebab9e95007083be6a3a8d7c"
  },
  "time" : "2026-04-27T15:44:09.000+0200",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.140.88.162"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "2b2628d0-423f-11f1-9e71-af42fb93def8"
} ]
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Purpose

This document gives an introduction to the collection of reference documentation added to
each agreement signed using the eAvtal service. In case of agreement disputes, this
documents and its referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term

Agreement File

Agreement Creator

Description

Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.
CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

Contracting Party
eAvtal

Svensk e-identitet

metadata such as audit log, documentation,
verification, Etc.

User who is to sign an agreement.
The agreement signing service.

The company providing the agreement signing
service. Svensk e-identitet AB, https://e-identitet.se

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing

JSON JavaScript Object Notation

NTP Network Time Protocol

OCSP Online Certificate Status Protocol



https://e-identitet.se



Term
PKCS
PKI
PDF

Signee

TBS

Verification

XML

Agreement Basics

Description

Public Key Cryptography Standards

Public Key Infrastructure

Portable Document Format from Adobe Systems

When a contracting party has signed an
agreement, the party becomes a signee.

To Be Signed. A textual representation of an
agreement.

Page(s) appended to the end of the visible part of
the agreement, summarizing agreement
information, including a timeline.

Extensible Markup Language

An agreement has a number of artifacts that together form an agreement:

E eAvtal

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.

* Agreement ID automatically generated by the eAvtal service.





* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the eAvtal service, keeping records of all major events that have taken place in

the process of concluding the agreement.

» Reference documentation on how eAvtal manages agreement creation, signing and conclusion.

This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

» Agreement File hash algorithm: SHA-256

* Agreement File hash encoding: Hex string

* Reference documents:

o Overview
o Container Format
o Signing

o Validation

Workflow

The eAvtal workflow contains a number of stages.

1.

2
3
4.
5

Create agreement - Start

. Add agreement files - Upload attachments

. Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

. Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the eAvtal service, a visual representation will be shown to the contracting parties.





Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

The eAvtal service currently supports PDF as container-format which is described more in detail in
Container Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the eAvtal agreement
function and links to the other documents.





Document name Description

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how eAvtal handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8

Nets eID Broker Technical reference for service providers, v1.2.3
Swisscom AIS All-in Signing Service Reference Guide, v2.15
Swisscom SRS Integration Guide Smart Registration Service, v1.8

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630



https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the eAvtal application. The document describes the content, structure
and semantics of the agreement container, required to understand in order to evaluate agreements or
settle possible disputes.

Overview

An agreement in the eAvtal sense is not just a single document. Instead, an agreement is a collection of
different information artifacts concerning an agreement made between one or more contracting
parties. Artifacts can be the text on which agreement parties are to agree, individual parties'
acceptance statements, or records of the events associated with the conclusion of the agreement. In
order to store this information in a secure and self-contained manner, a Container is needed. The
container is simply a file storing all the information needed in a structured and well-defined way.

Generic Container Structure

The container includes the following artifact types:

» Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the eAvtal application, that together constitute the
agreement.

* Audit Log - A log, created by the eAvtal service, with recordings of all major events that have taken
place in the process of concluding the agreement.

* Reference Documentation - Documentation how eAvtal manages agreement creation, signing and
closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by eAvtal is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.





E} eAvtal PDF Container

o part “

Agreement File 1
Agreement File 2
Visualization of Agreement File N
Agreement File 1-N
Reference Documentation 1
Reference Documentation 2
Reference Documentation N

Audit Log I

Verification I Verification I

Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view eAvtal PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10 29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments





How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:





* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

mobile +4670123456789 The user’s mobile phone
number.



https://en.wikipedia.org/wiki/Universally_unique_identifier



Parameter name

personNr

personName

personGivenName
personSurname

orgNr

orgName

AgreementFileInfo

Parameter value example(s)

19550505-1234 (Sweden),
220750-999Y (Finland)

John Smith

John
Smith

551234-1234

Acme AB

Description

The user’s personal identity
number.

The first and last name of the
user.

The first name of the user.
The last name of the user.

The organization number of the
organization on behalf of which
the user is operating.

The organization name of the
organization on behalf of which
the user is operating.

The AgreementFileInfo structure holds information about an agreement file, e.g. a PDF uploaded by the

user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name

fileld

fileName

fileMimetype

fileSize

fileHash

How to Validate

Parameter value example(s)

6572354654, 75928ba0-2369-
11e8-b467-0ed5f89f718b

MyEmployeeAgreement.pdf

application/pdf
42253

3d7c514b...66b786a4

See Validation how to validate the entire audit log.

Agreement Created

Description

The system generated ID of the
agreement file (can either be a
numeric long value or Time
based UUID).

The user defined name of the
agreement file.

The agreement file mime type.

The size, in bytes, of the
agreement file.

The hash of the agreement file,
encoded as a hex string.

This event is logged when the agreement is created. This is always the first log entry for each
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agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created

 Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

> 12: Agreement created using the APIL.

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.18

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserlInfo

Type How to validate UserInfo

10 orghr and orgName must not be set

1 personNr, orgNr and orgName must be set
12 orgNr and orgName must be set
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Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.16
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

» EventClass: agreement_viewed
e Eventld:

o 20: When a user views an agreement using the web application.





> 27: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.

Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed
This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:
> 30: When a user signs the agreement, not being the last signee.
> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name Parameter value example Description
signeelnfo See UserInfo Information about the signee.
signMetadata See SignMetadata Signing metadata produced in

the signing process.

Table 8. SignMetadata

Parameter name Parameter value example Description

signatureMethod bankid The ID of the signing method
used.

signature PD94bWwgdm...duYXR1lcmU+  The signature, base64 encoded.

The underlying format depends
on the signature method used.

ocspResponse MIIEXgoBAK...jks3yrAUVE The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.





Parameter name Parameter value example Description

message MzJhMDYXN2FhYjRjOWZINzI1Zj The text shown to the signee
FINWJJNDQxM,;... before approving the signature
request. Text is NOT signed, just
kept for audit purposes.

tbs SSBzaWduOiAiQ29udHJhY3QiIA The text being signed by the
PJRDogNjdKkN2... signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.

tbsHidden LSOtLSOtLSOtLQpDb250ZW500g Hidden additional text also
oKImJsdWUucG... being signed, base64 encoded.
This parameter is only included
for some signing methods.

How to Validate

Check that time of entry is after Agreement Created.

EventType Validation

Table 9. EventType effect on validation

Type How to act
30 Verify as described below.
31 Verify as describe below, and once done, check

that there are no more Agreement Signed entries
in the audit log.

TBS Validation

In case of an advanced or qualified signature methods, the TBS (including the hidden TBS where
applicable) will be stored as a part of SignMetadata.

For simple electronic signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the
corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.





Output type How to validate

Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

TBS or hash of TBS If TBS validation applies, check that TBS and/or

tbsHidden matches the SignMetadata.

Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

Agreement Rejected
This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

* EventClass: agreement_rejected
* Eventld:
o 40: Agreement rejected by user.
o 41: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
e Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information
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Parameter name Parameter value example Description

agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000  Time when agreement was

scheduled to expire as yyyy-Mm-
dd'T'HH:mm:ss.SSSZ.

agreementExpireOn 2016-03-31T10:03:28.010+0000  Time when agreement is

scheduled to expire as yyyy-Mm-
dd'T'HH:mm: ss.SSSZ.

How to Validate

Check that time of entry is after Agreement Created.

Message Sent

A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent

* Eventld:

[

o

50:
51:

52

53:
54:
55:

56

57:
58:
60:

Message sent due to event IDs: 10-12

Message sent due to event ID: 30.

: Message sent due to event ID: 31.

Message sent due to event ID: 40.
Message sent due to event ID: 41.

Message sent when agreement is shared.

: Message sent when agreement sharing is cancelled.

Message sent when agreement validity is about to expire.
Message sent as a reminder of agreement creation.

Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information

Parameter name Parameter value example Description

sentTo

List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.
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Format

The audit log is included in the container as a JSON-formatted file.

Audit log example

[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.16",

"agreementlocale": "sv_SE",
"agreementFiles" : [ {
"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f2533a2a8bf73d052¢c004e27bf64671a0",
"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"
oA
"fileSize" : "180269",
"fileId" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec46",
"fileMimetype" : "image/png",
"fileName" : "figl.png"
1L
"signees" : [ {
"personNr" : "191111112222",

"personName" : "Alice A"

oA
"personNr" : "193333334444",
"personName" : "Bob B"

1L

"id" : 778333,

"time" : "2016-04-26T716:39:30.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"event(Class" : "agreement_created",

"eventId" : 10

oA
"id" : 778334,

"time" : "2016-04-26T716:39:31.000+0000",
"eventId" : 50,

"event(Class" : "message_sent",
"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
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"ipAddress" : "1.2.3.4"

H

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

Frp
"personName" : "Alice A",
"mobile" : "+4670123456789"

} ]

oA

"signingMethod" : "bankid",

"signeelnfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {

"ocspResponse” : "MII...z5Q==",

"startDate" : "2016-04-26716:39:32.000+0000",
"signatureMethod" : "bankid",

"signature" : "PD9...cmU+"

I

"id" : 778335,

"time" : "2016-04-26T16:39:43.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"event(Class" : "agreement_signed",

"eventId" : 30

} ]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the eAvtal agreement
function and links to the other documents.
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Document name Description

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how eAvtal handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8

Nets eID Broker Technical reference for service providers, v1.2.3
Swisscom AIS All-in Signing Service Reference Guide, v2.15
Swisscom SRS Integration Guide Smart Registration Service, v1.8
Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for
more details.

* Agreement ID
* Agreement name
* Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the
user, which include agreement text and other data. See AgreementFileInfo for more details.
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Each agreement file is listed with the following properties:

* Agreement file ID

* Agreement file name

* Agreement file mime type
* Agreement file size

* Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

* Signee person number ID
* Signee name

» Signee sign date

Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

* Date of Change : 2017-02-28
* Logs

o Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

- Layout is also changed to display the additional information vertically.
- Agreement File section of Verification page to include last modified date & time.

- ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

* Date of Change : 2017-03-15

* Logs
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o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title

Agreement Version : 1.3

* Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

» Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced

Agreement Version : 1.5

* Date of Change : 2018-05-31
* Logs

o Norwegian BanKID is introduced

Agreement Version : 1.6
» Date of Change : 2018-07-31
* Logs
> More information about signature added on attest page
Agreement Version : 1.7

* Date of Change : 2019-01-16
* Logs
o Draw signature image added on attest page
Agreement Version : 1.8
* Date of Change : 2019-02-01

* Logs
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o Message Sent for viewed event added in auditlog.json

Agreement Version : 1.9

» Date of Change : 2019-04-04
* Logs

- Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

» Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.

Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

* Date of Change : 2020-04-20
* Logs

- Localized signing method display text on attest page & in auditlog.json

Agreement Version : 1.13

» Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Agreement Version : 1.14

» Date of Change : 2021-08-03
* Logs

o TBS explanation is extended
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Agreement Version : 1.15

* Date of Change : 2021-11-07
* Logs
o Norwegian BankID signing documentation is updated

> Norwegian BankID signing by the means of authentication is introduced

Agreement Version : 1.16

» Date of Change : 2022-04-30
* Logs

o Danish signing using MitID is introduced

Agreement Version : 1.17

* Date of Change : 2022-07-15
* Logs
o Watermark logo removed

o Verification page logo changed

Agreement Version : 1.18

* Date of Change : 2023-10-02
* Logs

o Qualified electronic signing using Swisscom Mobile ID is introduced

Agreement Version : 1.19

* Date of Change : 2024-04-17
* Logs
o Watermark logo added

o Verification page logo changed

Agreement Version : 1.20

* Date of Change : 2025-09-30

* Logs
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o Signing documentation updated with norbankid-high and norbankid-substantial.

Agreement Version : 1.21

* Date of Change : 2025-11-26
* Logs

- Documentation updated to reflect that legal entity has changed to Svensk e-identitet AB.

Agreement Version : 1.22

» Date of Change : 2026-02-02
* Logs

> Documentation updated to rebrand product name to eAvtal.

Reference Documentation

Document name

Overview

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Gives an overview of the eAvtal agreement
function and links to the other documents.

Describes the details of how agreement

information is stored within the container PDF.

Describes how eAvtal handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

All-in Signing Service Reference Guide, v2.15

Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630
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Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the eAvtal service.

Overview

This document describes how eAvtal handles the signature process, from how to make all agreement
files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

The eAvtal service runs on a virtualized hardware platform. It is hosted in a data center with high
availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates that a person consents to the contents of
an electronic message. In the EU the eIDAS legislation regulate and defines three levels of such
signatures:

» Simple Electronic Signatures

» Advanced Electronic Signatures

* Qualified Electronic Signatures

These signatures are created using an electronic identity that has a certain security Level of Assurance





(LOA) also defined by eIDAS. The LOA describes the degree of confidence the identity was issued,
taking into account the enrollment process as well as protection of the authentication needed to use
the identity.

* Low - For example self-registration.
» Substantial - Providing and verifying identity information in a structured way.

* High - For example a requirement to have a physical meeting before issuing an identity.

Simple Electronic Signature (SES)

* Basic electronic signature with low assurance.
» Typically equivalent to a handwritten signature.

* Minimal identity verification required.

Is defined as "data in electronic form which is attached to or logically associated with other data in
electronic form and which is used by the signatory to sign".

Supported methods

* Draw Signature - A handwritten signature drawn on a digital canvas.

API Signature - A signature created by consuming the web service exposed by Svensk e-identitet
AB.

MitID low - Danish MitID on LOA level low

* Click Signature - A signature created by personalized link.

Advanced Electronic Signature (AES)

* is uniquely tied to the signatory,
* uniquely linked to and capable of identifying the signatory

* created in a way that allows the signatory to retain control

linked to the document in a way that any subsequent change of the data is detectable.

Electronic signatures are usually based on PKI, such as the Swedish BankID and Norwegian BankID.

Supported methods

* Swedish BankID
* Norwegian BankID
 Finnish strong identification

e Danish MitID - MitID on LOA level substantial





» SMS Signature - A signature created by responding to an SMS with context specific content.

* Email Signature with OneTimePassword - A signature created by One Time Password (OTP) based
email service.

Qualified Electronic Signature (QES)

A qualified electronic signature is an advanced electronic signature which is additionally:

» Highest Level of Assurance and trust.
* created by a qualified signature creation device (QSCD)
* Requires a qualified digital certificate from a qualified trust service provider.

* Legal equivalence to a handwritten signature in many jurisdictions.

Supported methods

Electronic signatures based on PKI where the signature is the highest level of electronic signature
under eIDAS, providing the utmost trust, legal equivalence to handwritten signatures.

¢ Swisscom Mobile ID

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
* RIPEMD
* Whirlpool





Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric
encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).

Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

« Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
 Signature text (TBS)

* Hash algorithms used

 Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES





Signing
To sign an agreement a number of actions need to be executed:

* Create text representation of agreement

* Create digital signature

Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non-advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:

* Visible TBS
* Hidden TBS - Swedish BankID only

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different
between signing clients and also have different localizations it will be saved together with the digital
signature. In cases where hidden TBS is not supported, the visible TBS will contain information that
otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,
the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated
as if the ordered agreement files were a single file.

Example

I sign: "Employment ACME Inc"
eAvtal ID: 2394857302
Date: 26/04/2016





Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS. This is currently only supported for Swedish BankID.

Example

Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8c@7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1112 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 9012

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non-advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature and authentication)
* Finnish strong identification

* Danish MitID

» Swisscom Mobile ID (qualified electronic signature)

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword





* Click Signature

These are described in detail below.

Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.

It is a PKI based solution with support for file based tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.

Signature format

The BankID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

» personGivenName - Given name in capital letters.

« startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed, base64 encoded.

* thsHidden - Hidden data being signed, base64 encoded.
How to validate
Validate the signature according to BankID Signature profile.

Output from validation to provide to Signee Validation in Container Format is:

» User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

* Hashed TBS.
* TBS Hash algorithm.





Norwegian BankID - advanced electronic signature

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,
supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the TBS.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

* personDateOfBirth - Date of birth for the person.

« startDate - Date when signing was started.

» signatureMethod - Will be norbankid-high, norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be signature.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* ths - Data being signed in the detached PKCS#7 signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

 Hashed TBS

* Hash algorithm





Norwegian BankID - authentication

Authentication based signing is also provided by the means of Norwegian BankID.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

signatureMethod - Will be norbankid-substantial, norbankid-netcentric or norbankid-mobile.

signatureAction - Will be authentication.

transactionld - Transaction ID from backend system.

How to validate

As an authentication alone does not digitally sign the agreement content, the person details such as
given name, surname and date of birth must be compared with the requested signee.

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkilotunnus

urn:oid:2.16.840.1.113730.3.1.241 Full name

urn:oid:2.5.4.4 Surname

urn:oid:1.2.246.575.1.14 Given name





More information can be found in Telia Tunnistus.

Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - Finnish personal identity code.

* personSurname - Surname

* personGivenName - Given name

* startDate - Date when signing was started.

* signatureMethod - Will be eid-fi.

* transactionld - Transaction ID from backend system.

* signature - Signed JWT (from Telia).

publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Danish MitID

Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.

Signature format

The signature flow for Danish MitID is performed as a text followed by end-user authentication, so
there is no signature produced. Thus a signature format does not exist.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Danish personal identity number.

* personName - Full name.

 personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

 signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.

o The method mitid-<LOA> specifies what Level of Assurance (LOA) that was requested when
initiating the signature.
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signatureAction - Will be authentication.
* transactionld - Transaction ID from backend system.

* tbs - Data that was shown to user before authenticating, base64 encoded.

More information can be found in Danish MitID.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the
entries in the audit log.

Swisscom Mobile ID

Swisscom Mobile ID is a qualified electronic signature method provided by Swisscom Trust Services.

It is a PKI based solution that uses a smartphone application to authenticate signees. After successful
authentication a short lived certificate is issued that is used to produce a Qualified Electronic
Signature.

Signature format

Swisscom Trust Services produces a detached CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the tbsHidden and message is the message shown to
the user in the Mobile ID client.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no used to trigger the signee’s authentication of the signature.

* personName - Full name.

* personSurname - Surname.

* personGivenName - Given name.

* personSerialNumber - Swisscom evidenceld.

* startDate - Date when signing was started.

* signatureMethod - Will be swisscom-ges.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* message - Message shown in the Mobile ID client when user approves the signature, base64

11





encoded.

* tbsHidden - Data signed in the detached CMS signature, base64 encoded.

More information can be found in Swisscom AIS and Swisscom SRS.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

» User Attributes of the signer certificate in the element SignedData certificates in the CMS signature.
* Hashed TBS
* Hash algorithm

Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as an SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.

 signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
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same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.

API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Svensk e-identitet AB. Using API Signature, the end user signs the agreement by making a request to
the web service. Using this method, user can also send the timestamp of actual time when the sign
event took place. This signing method is not classified as an advanced electronic signature in that it
does not tie the user to the contents signed and does not identify this signatory. Yet, this method can be
suitable in use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.
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* timestamp - Date when signing was started.
* agreementName - Name of the agreeement.

* signatureMethod - Will be sms-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + mobile + timestamp)
* random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.

* timestamp - Date when signing was started.

* agreementName - Name of the agreeement.

* signatureMethod - Will be email-signature.
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¢ OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + email + timestamp)
» random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

> otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
to keep the link secret.

Reference documentation
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using the eAvtal service
is self-contained, tamper-proof and legally binding, validating the agreement can be enough to settle
legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each





entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or

if there are errors in the tools or in the documentation?
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